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fLEHS BV E 42 DUOR R B 20y ELIZA[11] F25UFF/E Internet2 Y%L )0 NLZ A
ANEZER AT =R E RPN SOZH BB RHIE - A% T EMf 0 7 RESIFRIRIT— 4

AR AR A {1 gy 2

WATREE LAY bE > FROTFE ZA B DL Eayiak ~ Ak JL+H 2 ~ TREDLE - TZE
79 ELL B ELL M EEL RMELL BRI A AR | RAITR KR = AR EHY -

fRi © 7 Beej » HEYM ? Wik iZH F % Al AR REX R FHY B H - 7

YFHY > 32bits 5 128 bits AYERITERLIFAZMREL S BEHEZ T 96 4> bits ML A&
5 ? Rt iEid s IATAT R AV 2 F L 5 32 bits T~ 40 ZHVEFE(2 Y 32 A )
M 128 bits LRWIKLZE 340 PIRIKIKAVEFE (2 Ay 128 E ) XMEENFHFNE
W2 ZAEEMA —H /71> IPv4 Internets -

KRFIEET Pv4 19408 58569 kAT BUER A1TA + A HIEIFRTOE SIS bytes
FILLE S 570 - 2B RE -

2001:0db8:¢c9d2:aee5:73e3:934a:a5ae:9551 -

XA R B2 EuE | KA Ay IEE > /Ry IP address EHESHELZSNE S iR LU EAN]E
YNBSS | IR B AFES S byte pair (F 1Y) EREZE o a1 - 2X £ i bk 19 fic Y
= HER :

2001:0db8:¢9d2:0012:0000:0000:0000:0051

2001:db8:c9d2:12::51

2001:0db8:ab00:0000:0000:0000:0000:0000

2001:db8&:ab00::

0000:0000:0000:0000:0000:0000:0000:0001
=1

[10] http://en.wikipedia.org/wiki/Vinton Cerf
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[11] http://en.wikipedia.org/wiki/ELIZA

Mgk 1 2 loopback ([E[EERILEFEL) Hudlk » Bk AR LI HITHX & H K
» 1£ 1Pv4 1 > lookback #rikZE 127.0.0.1 -

& IR EE=EE| IPve 5 IPv4 FEXRMEEZ - Fl4l > W RAREEZEMNIE > /RA] LUK IPv4
address 192.0.2.33 DL IPv6 HihtZFE x> B[DUEHO NS @7 offff:192.0.2.33”

BATF B ERE > Ebr b BN EE > BTl IPve 1Y&BH ATRA U2 19 R Jk R Ik 25 Y s aik
MR RE RS - AW SRAER > IATEXEEZ AL > WREEE e ?

TR bk 5T DL D28 B % B AT ROV AN BA ~ A~ N~ N R 2 i i
W - HER - BATWENMTREATE N RS - R AXREN -

3.1.1 Sub network ()

T LB > BN R ADX RS & R R T 0 " IPaddress HRTEZE 1P address 1
network (&) » i (& FHIH653 & host (EHL) « "

BIA: fE 1Pv4 - (RATAEA 192.0.2.12 TiEATATLLBATE =4~ bytes J& network » i it 4
—~ byte & host o BEHITE 0 FRATEE YL host 12 firfE network 192.0.2.0 < [ 5= %
AT F host byte JEHNZE ) -

B R ST R I A VO T |

Hym ?

RAIR A LLET » & subnets ( 7)) 897 class” (432%) fEXH » HiHFAIE — 4 ~ Fi =4
SCHT = bytes BB network By —#5  MRIRREIETUIHH A byte 1
network > 155970 =~ bytes & host #ilik - AEANREYMES L > IRAEHH{E 24 bits HY host
number [ KA FIUEHHFDHAEASA ) X2 —7D" Class A7 (A 25) W EE—

N7 Class C” (C 2B) B BE » network H =~ bytes ~ |fj host HAFH—~ byte [ 256
hosts » fff H. i Z2 F 13 P9 S R B By LBk ) -

BTl > WERATE SR - HAE—2 Class A W& - — KHERY Class C WL - DL — b 2%
iy Class B P& o
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IP address HYPH 28 H b7 0 FH netmask ( R B #Fe 1 ) 1 E » /R 8] DLRE TP address 5 netmask
17 AND bitwise > FEEE/SE] network HY{H - Netmask —fEHL KEE 255.255.255.0 [
o EREy IP 2 192.0.2.12 » AR BE {# B #X 4~ netmask B » {RKHY network Fk& &
192.0.2.12 AND 255.255.255.0 Frf5%5/fyME © 192.0.2.0 )

TR B BN XM BN R Internet WY AT RKIME H A B AR FATE 22 DUH S REY

HIEIEHFE Class C Mg » XA A E —E =FERHY Class > FiAAHBLERET -
Ry TR 0 EREREZ ML E S bits Y netmask - [[IANEFAE 8 v 16 2 24 L -
Fr DAAR B[ BLA S 255.255.255.252 (Y netmask > X~ netmask EEVJH— 30 |~ bits Y
network & 2 |~ bits HY host’ X~ network fFx %A VU%E hosts [ J£E > netmask HYFZ L
KILERE C HIHE —EHEN 1 R% o REE —IESH 0o

At —KRB\EHFSHARNFH > b8 255.192.0.0 XA£HY netmask - 5 Z 2 AL E
HumHEAZ /DA bits 1Y 1 EXEXHEENRATIE - JHIL > BB T ERTFZ
T AR AFERN—PREIAE IPaddress R > EREBEEE — D FHHENWEFTHUESR
network bits A% H > FEPIXAE £ 192.0.2.12/30 -

e

EAE IPve o > SE{LIXRE 1 2001:db8::/32 =2 2001:db8:5413:4028::9db9/64 -

3.1.2. Port Number (EBESE)

AR ARG 0 5 T Z AT ER IR 1 2 7Y 73 J2 o) B8 152 A ( Layered Network Model )» & K P 8 J2(1P)
SENE LA ERE (TCP 5 UDPJ 53JF -

WATZE IR L T -

f3 7 1P address 24 [IP 2 1> HHE— TCP [ stream socket ) {f FHAVH 4 » Nj&F UDP
([ datagram socket ] t &2 o B HLE port number > X Z— 16-bit IYEF > G2 EEN
A Hb Ui b HE—AF o

R IPaddress FEERIRMEAYHEAE - T port number HEJE TRE HY 5 [R] = 15 « BCZ G V) Y L e
BVF LLIR o= VAR ol SR EE i

R EEE - HKELAHEHNETIAESHNITRS —FEOME -8 27— IP
b bk Y HEL B oy HEE 2
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% » Internet b AREAYIRSE A T 41AY ( well-known ) port numbers © {R o] DLfE Big IANA
Port & [12] R F] siEFEIRIE Unix HEG L ARE LS FE X Jete/servicese HTTP( 4
uh ) 2 port 80 ~ telnet & port23 v~ SMTP & port25: i DOOM Yk [13] {#HF port
666 % - {EAIIEZE - Port 1024 DLUNEE E A R A RE - I HEARFERAEH AR
AEEfEA -

8 X EEE port number B4 o

3.2 Byte Order (=TI )

KALICKE A MM byte orderings » NI &KAFE > MRAEZZ T -

HHAmEN » ALHF—PEES D -)

XEHIA KGR - Bl R =Hk& ¢ IRAY HIK 7] BE = & /K FAE RCAY IR J7 >R fif 77 bytes o
HAE | &H AR -

Byte Order H.SUEL/E > /£ Internet fSRhayE N A —K#H S EERY » 21 R /R 2 WA
bytes YT AN#HIEFRER - ELaldd b34f - fRE[ DU ELL b34f Wy (7 - IREE
ifi Wilford Brimley [14] 2 HRR i » 2 JBE MU N 7Y © 2X N85 72 o il 7 P LR Ay Al — 24 (big
end) > ATLAFRY Big-Endian o

2 EEERH > R RV KAEE S - & Intel =X Intel FEEHAYTHIAHEZIRIZ R bytes [
AORAETE > BTEL b34f (FAENAF TV EiE 4103 AR 7 75 UFEy Little-Endian -

Rnf o+ %% o WIKAFESI | I - Big-Endian X#5 Network Byte Order » [H 3%
AN 5 AT P90 B 50 19 T P57 —

REY EE i == DL Host Byte Order fiE {7815 > #1552 Intel 80x86 > Host Byte Order & Little-
Endian; ¥ /2 Motorola 68k [l Host Byte Order & Big-Endian; % /& PowerPC- Host Byte
Order ¥t ... B> XEFEIRKH PowerPC [fiE -

REEYUIREFT B ERSE SR ES M - IRE B IR BT R U885 2
Network Byte Order » = E 1 B /RRF1 8 A g Y Host Byte Order » HS 1% E B IE ?

4 OH B IR A F ZE % Host Byte Order NIEH » REERE AT —PRECHEKEN
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Network Byte Order * Q1RG0 % - % el &= SE1T REARYFE 4t - 102X 407 20A] LR IR EY AURS
RE T ERY B EI A [E endian AYHLES L -

R a] DU $ P A B B B 45 {E ¢ short [ 1> bytes ] 5 long [ PO/~ bytes J o BXCEE by &t ] LA
FH1E unsigned Z5& - ELAlin » RAHZE R short M Host Byte Order ##i°/) Network Byte
Order> fH” h” f£3%” host” > n” &£ network” > s f£F” short” - ATLLE
h-to-n-s > & htons() [ i%fff : " Host to Network Short”™ J-

HEKMEHT ...

A DLAHERRAEEN A RHEE” n7 7 h” 7 7 5717 o RABHRKENEE
Eban : & H X ALY L% stolh() [ 7 Short to Long Host” ] JEH XA » Kb F -

htons() host to network short
htonl() host to network long
ntohs() network to host short

ntohl() network to host long

AR L IREEE XL PIATRFAE R #Y Network Byte Order » JH1E UL £ 2 1% K 45 (B ¥2 =]
Host Byte Order °

K > AR 64-bit BV - ARAREEMOE SEENE - IS EE 74 T -
[12] http://www.iana.org/assignments/port-numbers

[13] http://en.wikipedia.org/wiki/Doom_(video game)

[14] http://en.wikipedia.org/wiki/Wilford Brimley

WA PR Al 5 B 1 > A S Y AEEVIAEZ Host Byte Order ©

3.3. BB

Rar > ARWEIXET > LR RFENNE T - AT > W4 socket FELIHYEFR
HHETA > AN ENAE A KB -

o i B BAHY - socket descriptor > BIBI4I R -
22




int

WE —f%HY int e

MX BT aEH S A GFEE - FrUA AR KRS - BEE R T -

WHIE —> StructTM  — struct addrinfo » X #8451 B AT HI AL H > Ak AER 2B EH
#y socket & IELENY - L TE EHL4 (hostname) AR5 4 (service name) YA i o
BERMNZ B H AL AN » = FHEuEthERSE R - BIE R FEZRE R EILEHEEM
= F B XA 5 25 Fe) -

struct addrinfo {
int ai_flags; // Al PASSIVE, Al CANONNAME % -
int ai_family; / AF_INET, AF_INET6, AF_ UNSPEC
int ai_socktype; // SOCK_STREAM, SOCK_DGRAM
int ai_protocol; // Fi 0 X {E "an
size tai_addrlen; // ai_addr HY K/ > BB{II & byte
struct sockaddr *ai_addr; // struct sockaddr_in 3¢ _in6
char *ai_canonname; // H7EIF] hostname

struct addrinfo *ai_next; // 3% ~ T4

IRA] LLER AN 454 > 281 A getaddrinfo() » B &R [E—NEH - X DIEHER—
AEEVEER > XA HERE LR > MAHEE N ICE T IRFTFRAARR -

fRA DAAE ai_family {7 TP E s GIEE A Pv4 =2 IPve- B R E R EN AF_UNSPEC:
AF_UNSPEC fRE: - WAXREIRIEFP LA LA HE 1P HYARA -

FUERHE > X HER ¢ ai_next ZIHE T — PG (element) > AJRE=H £ 45 R LR
B R HEEMERENE ISR AR AANENDAFTE S 4 | HAZE
JIEE -

R&4F struct addrinfo &% ai addr L& — 735 struct sockaddr HY#5%f - X 2 F
T T iE 1P Hhk gy AP 4l T ey 75 « B i % > RFEERY WA getaddrinfo()
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i fREE %4 struct addrinfo = ZR0M > (R EF XL - FFRERL > BT IREX D
=T -

(A FH » fEAH structaddrinfo DLETIVACHS & 2 F o E E X BN &N > RS
EFR% 1IPvd WARBEENHBRFERGB T EHXGE - RAEN > AEEEHKETEX
FEML ) -

AL structs 2 IPv4 - MALLZE IPv6 - FEMEAZE - WERIEWHFRZENERE—
e

M > 5 struct sockaddr it T1E 2 sockets ZEFEI[Y socket FYHMHEEHE o

struct sockaddr {
unsigned short sa_family; // address family, AF xxx

char sa_data[14]; // 14 bytes of protocol address
Ik

sa_family T DLEAE R » FEEXHEE PN HEAZE AF_INET [ IPv4 ) 5
AF INET6[ IPv6 J- sa data fl& — socket HY HH iS5 port number - XFERA 5 {F »
RARA = BREF oy R bk E S5 5] sa_data H o

KT AAER struct sockaddr > R R I ML T W E ATV ELIE 454 ¢ struct sockaddr_in [ 7
in” E{LFE” internet” ] FH{E IPv4 -

MAXAFENEL 5 struct sockaddr_in Y5 FF 7T LAY (cast) Sy F5[A struct sockaddr Y
a5 > & 282K o AT LABRI{E connect() % — struct sockaddr * » {RHL B[ LLA] struct
sockaddr_in » J7F fiz 1& HY I figt 0o ' {50 8Y 1) 52 # |

/I (IPv4 only--see struct sockaddr in6 for IPv6)
struct sockaddr_in {
short int sin_family; // Address family, AF _INET
unsigned short int sin_port; // Port number

struct in_addr sin_addr; // Internet address

unsigned char sin_zero[8]; // 5 struct sockaddr #H[EHY A/
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XANEIEEIEEIE R S A2 % (reference ) socket MR i - ZFE EAYE sin_zero
(XA RREIEE M ETTE struct sockaddr YK FE ) > NiZ B (#FE A memset() ol &R
sin_zero FEANEFENZE - iR > sin_family £ XN F| struct sockaddr H1fy sa_family » 3L
ZAEE N AF_INET” - 1% > sin_port 24 Zi/Z Network Byte Order [ ] htons() ] -

IERATHEEZE AL | AR DAFE sruct in_addr HEFF] sin_addr £ -
HE AT EE 2

4 0 BIREE - AT ERH S — A MHY union

/I ({XE 1Pv4 — Ipv6 1<% struct in6_addr)

// Internet address (a structure for historical reasons)
struct in_addr {

uint32 ts addr; // that's a 32-bit int (4 bytes)
Ik

| 4FHS - B RLATZE union s A NEMRHAEMFEL AN T - At - HIRER ina B
24 77  struct sockaddr in FY AU BB > HPEE ina.sin_addr.s addr = 2% %] 4-byte HY IP
address ( DL Network Byte Order ) - Z 3R EHY & » YR IREY R A A IA4F structin_addr {5

BV EY union s {RARZA O] DAG 3R LT HY » RSt 2 F 2] 4-byte #Y IP address [ ZX 2 [A
) #define ) o
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AEE 1Pve = EFENE ?
IPve AR BEISIEIAY struct » EEAD

/I (IPv6 only--see struct sockaddr in and struct in_addr for IPv4)
struct sockaddr_in6 {
u_intl6_tsin6_family; // address family, AF_INET6
u_intl6_t sin6_port; // port number, Network Byte Order
u_int32 tsin6_flowinfo; // IPv6 flow information
struct in6_addr sin6_addr; // IPv6 address
u_int32 tsin6_scope_id; // Scope ID
}s
struct in6_addr {
unsigned char s6_addr[16]; // IPv6 address

}s

FOEEF IPve XA — IPv6 address 5§ —/~ port number > 5t {§¢ IPv4 tHINH —1>
IPv4 address 5 port number —#% -

WHAE LA =4 IPve (RMETUR > 302 ScopeID 247 ... XHZE— 0 ATTEER :-)

B 1% BRI By — 2 XA B AY struct sockaddr_storage ikt MR 2 # i 7 IPv4 5
IPv6 structures Y structure o [ fREF » W HFLE calls» fRAN LEAFLMBEEZE G SE
F IPv4 % IPv6 address SRIELF{RIY struct sockaddr o 7 DLAR X DNE4THY structure 3
Bk » EFR TR ARLISN - ARl struct sockaddr - [RI[M A] AR & B2 B fR A 75 #Y 2Y
Al e

struct sockaddr_storage {
sa_family tss family; // address family
// all this is padding, implementation specific, ignore it:
char __ss padl[_SS PADISIZE];
int64 t ss align;
char __ss pad2[ SS PAD2SIZE];
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BH A 2R DLE ss family #A{7 B F(HE S E (address family ) » & & T & AF INET
AF_INET6 (/2 IPv4 B¢ IPv6) o Z 1R WRIREENIE » /Rt o U EHE A sockaddr_in
g\ struct sockaddr in6 -

3.4. 1P # 4k > Part II
A IRIE S A > A HERECEIRE B SR IPaddress > MAFEEHM long 5 << I8
HRRAEEA] -

W73 > KA — > struct sockaddr in ina > [ff H{RA —~ 7 10.12.110.57" =

2001:db8:63b3:1::3490” XKLy —4> IPaddress Ff#TF - fRAHZ([E A inet_pton() BHHUK

IP address BN ESHSHTS  FFRKIRIFIEERN AF_INET 2 AF_INET6 RJE

BAETEAE struct in_addr B struct in6_addr - [ 7 pton” HYE EE” presentation to network
» fRE[LAFRZ 7 printable to network” - WIS XA LB AFICHY IS J -

XAEHY R LR Ny 5 =

struct sockaddr_in sa; // IPv4

struct sockaddr _in6 sa6; // [Pv6

inet_pton(AF INET, "192.0.2.1", &(sa.sin_addr)); // IPv4

inet_pton(AF _INET6, "2001:db8:63b3:1::3490", &(sa6.sin6_addr)); // IPv6

(/g JRARRIE T AR B4 inet_addr() BYREESS — 1 F0 inet_aton() HYR&YL:
XN T - MEANEEE IPve FEH -

H Al LAy R R B AR A AR AT 58 A2 A #IR G & - inet_pton() fE4HIRIT ZER[E -1
o bk R A T 0 MR\ 0 - ATDIFEM A Z AT B E > LG RERR 0 8y -
47 > BAEAR AT LUK IP address 75 58 B L9 E ATy ZdE fir RO -

AFHETTEG?

WIRIRA —A> struct in_addr H IR LI F 5 55 EDH SRAVIGTE 2

(mmpme] > B F AR AARAELL” Nt HI S5 E S fTHIH structin6_addr J o f£ B3~
Re=fHB3 A inet ntop()RAEL (7 ntop” E1E~ network to presentation” — #1574 bLE 4F
WWHYIE - RE[BLFRE A" network to prinable” ] g2 X f¥% :
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/1 1Pv4:

char ip4[INET _ADDRSTRLEN]; // fif#F 1Pv4 F5F 2122 [

struct sockaddr_in sa; // pretend this is loaded with something
inet_ntop(AF _INET, &(sa.sin_addr), ip4, INET _ADDRSTRLEN);
printf("The [Pv4 address is: %s\n", ip4);

/] TPv6:

char ip6[INET6_ADDRSTRLEN]; // {#{F IPv6 F [ &2 (1922 [q]
struct sockaddr in6 sa6; // pretend this is loaded with something

inet _ntop(AF _INET6, &(sa6.sin6_addr), ip6, INET6. ADDRSTRLEN);
printf("The address is: %s\n", ip6);

LR TR RSB B S (IPv4 50 IPv6 ) % Mtk 2 — N8 A i 12 45 SR I = 7
B SZFRBNRRKE -(AMAD macro( %) 1] AR J7 i if 7 IR B AEF Y oK TPv4
5 IPv6 ik A/ : INET_ADDRSTRLEN 5 INET6 ADDRSTRLEN ]
(S—PTEHIOEENZ LRI 7% © DLATECX L B HLAT &%/ inet_ntoa() » BT &1
HIT » Mt A IPve it RiEm -

e f% o X A RE R EEUEDY TP address > Ef1 RN FFZE DNSnameserver K2 i T HL
#0417 www.example.com” o {RE PA{E A getaddrinfo() R#ECXFHEE - WMEIREE =E
FH -

3.4.1 Private ( 5{ disconnected) Network

R JTE A PG KK (firewall) » H B ATTHY OrAP RF WY 9% s gk 0 T SRV L 3th 5 - i A i
[ Sk B2 2 F A 18 09 0 1% 3 HE 55 #i ( NAT » Network Address Translation ) #Y 7574 > 47 internal
C(AEBEY ) IP MR HLY T external” (AMERHY D[ T 5 _EHYE D NESAIZEHY ) 1P address
RXITR K TG 27 i SRR E LT 727

SO RURR AR > 25 SKRROK T BSOS OB R B — 115 IR R e LA EE & NAT>
RN E AT B FAE SR S /2 B Y - A T A AE IR 40 6 B DAY B % 45 8 - 46 B0 1 TR =%
LAy > 85 5 K 5 B 1% B RIS

tban - A — Uik s - AP DSL H{EAE 7 BCZEIHY static IPv4 ik - 17 H 52
YRS A CE R WS - XA A s ? P& KA BE 3L A [F — 1~ 1P address ] » f ZR40 96
MARBEZEEN—GHEK T !
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BEB/K BN A= HE— IP address > EA]EE—THEA M T IUE 71 IP address
iy private network F » &EELEFAHY -

4 o BRI IRAY 0 B X BE S b v DAk R 2 F SR B o i X B S A 2 DY A EE
WRHKE AT —Emlmdy BN - B 192.0.2.33 & A » XZKHY ISP f2HE 5T
public IP o A %f %5 /2 F ] e 5 O A I 17 LAY HL K - E /Y TP address J& {1+ BEN - fth =10 /2
10.0.0.5 - FifFHL IP AYUE 2 BN T > BLEPikas | BT NAT |

10.x.x.x BHP—NDEFRANMEE > HaE LT R LEE L Internet 7Y EE [
disconnected network ) » B2 1F [ K K& % B9 P& o R a] DL{sE FHWE-1> private network Zg 5 HY
=L RFC 1918 [15]H » A — /K= @ RKRE LAY E 10.x.x.x K 192.168.x.x »
XEE x ZfF 0-255 BV AR 172.yxx > XEAY y SEEE 16 5 31 Z[H -

TE NAT [ K 55 1% B9 P & 0] DA 06 FE X SE fR B Y RS » AT EITEE =

(E4&br | JAYIMER TP ERY-AZ 192.0.2.33-192.0.2.x B fr B FH 2K RE A A4S 25082 22 A 1Y
" ESLT IP address 0 LG ARBAZ W Z EHI—FF Wowzers | ]

IPve R &M =H private network - & 15 FHY AT & fdxx: [ 20 F KK 7] 58 &
fceXX: J» #1[E RFC4193[16]- NAT 5 IPv6 @& A= &M » 28 [ FRIFIRAEM IPve F
IPv4 1y gateway  XEL-AIEARZRREAVITICTOEEN T ) BHig B fReFA R k=] DIEEA
FrR AN R EMEH NAT « Ak R IRIE SR A =& 2 Y R ES (A S ) B
B abERE O 0 B NAT I -

[15] http://tools.ietf.org/html/rfc1918

[16] http://tools.ietf.org/html/rfc4193
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4. M IPv4 F2FE 1 IPv6

Toal R R AR O R IR LR T WE T A SE R IPve T SRR IR

OK ! OK!

BILFEZ LA R AN S 5 R XDETER S > XRA 505 AL AT G > SRS HY
X (AARAFESEXRENE - A EREZRE CHX I AAEREER ) -

1. B4 ik E A getaddrinfo() EH(/S struct sockaddr AR » B TFZHHEBE X%
PEEEN) o XA AN HE P BIRRA » T HEE B 2 BRIEZ DT -

2. 5 1P lRAMHSESIEMAE > KEH - A HNRECREIIE’ER (wrap
up) °

3. ¢ AF INET ®E &%} AF _INET6 -

4. F PF_INET H® g’y PF_INET6 -

5. )i} INADDR ANY F %’/ in6addr any > X EBEH H RN K—FE ¢

struct sockaddr in sa;

struct sockaddr in6 sa6;

sa.sin_addr.s_addr = INADDR_ANY; /] {FERFAY 1Pv4 ik
sa6.sin6_addr = in6addr_any; // {HHIAY IPv6 Hiihk

AH » fEEH 4 struct in6_addr B > INGADDR_ANY INIT FY{E 6] DA ¥ 46 {E - G ixX
R

struct in6_addr ia6 = INGADDR_ANY INIT;

6. A struct sockaddr in6 H{f{ struct sockaddr in > FfiE " 67 Hri 2] 3E Y AR {7
(2% FHEAY structs ) (HZFH sin6_zero FA{ -
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7. {3 struct in6_addr H{{T struct in_addr > B EE RN 67 W FE YA (SF
F A AY structs ] ©

8. {HF inet pton() E #it inet aton() I inet addr() °
9. {#H inet ntop() i inet ntoa() °
10. EFHR4HY getaddrinfo() H{{Y, gethostbyname() °

11. i HIE4~HY getnameinfo() HYf{ gethostbyaddr() [ &2 4R gethostbyaddr()ff IPv6 i
BETERIENE -

12. K2 INADDR BROADCAST 7T - 1% #H IPv6 multicast &t -

B

IPv6 B SEEEFL—H, [Pve WELRTE, 18R, 2004.
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5. System call ¥ Bust

WATEAZEF BT Ie 0 iE/RFE UNIX & %5, BSD » Windows » Linux v Mac % %
Gy system call ( 24 A ) ~ socket API R EHE function calls ( pREIEH ) ZFE MR
BE o IR AHHE P —DRERS > kernel =#E > FF HE B IRAE 2 E0Y TAE -

BN 2 A X B2 R AN H 38 = A B RE 0 L 2R 1 A X 28 0k % > /R FE R man F-
M= ESEER - &> VT EBICHEAX A IHNREE > REL I EE Y88 i
fifg (layout) system call » fRAE 4w R B EE — 7 AT LLT -

NT BEEHE LS FEEAGRHE (X IREETESE > UE—ERL55
S0 MIRBLRE R EE A X B L BRI £ > i {72 Jon Postel Z 7% °

CHER N T RDE 0 FAIMSREH BIFEE B &SI R EN R - 1 H TR
1LY getaddrinfo() (125 R L P sy JF LR EIEER (link-lis) ) — AR«
PR 5 50 SR T (52 0 P B 52 00 7 B> B 02 424 1 80 SR o P L -

5.1. getaddrinfo()— & 4% !
ZXENARZEI (options) (Y TIEL (workhorse) pial > (HEMMAHE S EF - EHAR
WE Z 1% 7 EHY struct e

WA BRI S 2R kMt DNS # i1y gethostbyname() o [ 24 B /R 75 22 F 5 [ ORI &
A struct sockaddr in » FEA{E/RAVIE A REH -

BsERX HEELAHT [ REEEIRITEBEMR Pvd 5 IPve EEFTAH ! ]

EIA > /K getaddrinfo() pHEL > AT DAF R4 2% EE > B35 DNS 5 service name
W HIEFIRFT &Y structs ©
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IERATREE |

#include <sys/types.h>
#include <sys/socket.h>

#include <netdb.h>

int getaddrinfo(const char *node, // %1 : "www.example.com" Ik IP
const char *service, // {J%1 : "http" B port number
const struct addrinfo *hints,

struct addrinfo **res);

MEXNRE=1TMASE > GRESRE—1MEEERNVIEF SR — res e node ¥
EEEFEN IV 0 53— 1P address (il ) -

T —=1PZEE service » XA LLZE portnumber > GF 7 807 - ECEFFENIR S A [ A AAE
i UNIX Z % EHJ TIANA Port List [17] = /etc/services Z{ER# % - 4 & 7 http” =
Cftp” B 7 telnet” B 7 osmtp”  EAIFLEAY -

1% > hints ZEFE A — NMRELEFH R TR struct addrinfo -

XEZ—DHEHATRE > WRARE—E server (RS ) BMEEIMEN LAY IPaddress K
port 3490 #={T listen °

FUEBMNE 0 XK fr ERABUEMEY listening BNEEHE c ERAFRERINIZEBEH
iy structures i °

int status;
struct addrinfo hints;

struct addrinfo *servinfo; // [ 5 7] &5

memset(&hints, 0, sizeof hints); // ffi{% struct JJZ=
hints.ai family = AF_UNSPEC; // f~H%& & IPv4 I IPv6
hints.ai_socktype = SOCK_STREAM; // TCP stream sockets
hints.ai_flags = Al _PASSIVE; // & EFFAy 1P
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if ((status = getaddrinfo(NULL, "3490", &hints, &servinfo)) != 0) {

fprintf(stderr, "getaddrinfo error: %s\n", gai_strerror(status));

exit(1);

// servinfo H Fijf5 [E — B 2%~ struct addrinfos HY§EF

... MEHER > —HIFIRAHFEZE servinfo

freeaddrinfo(servinfo); // FF i iX 5k 2=

FERE— 0 FNF ai_family %E ) AF_UNSPEC » XA RTAHERNTHEZ IPv4 5
IPv6 address » WK ZFEEAIE » IRAE LA ERED) AF_INET 5, AF_INET6 -

AHE IRSIEXBEFEF] AI_PASSIVE flag: X145 1F getaddrinfo() Z2 R Fe A b I 7Y $ 1E
( address of local host) F§E 4 socket structure © XAEIR4F > R NIREE A FH 5 & & 0 H 4

T U B AT LU R E R R IR ROE  getaddrinfo() HYEE — P24 - I AES NULL #HT
NS

REFATHAT A > EREEIRAZ LN ( getaddrinfo ZIRK[EIFEZHYE ) IRAT I - FATH
LLEEF] gai_strerror() BHEUR HEIRTTENHIK - EEGEBEH LT Z(E - ALEE serinfo si =15
6] —~ struct addrinfos HYHEZR - RPN E PR AR 68 S — DN 2% = M 20 E
struct sockaddr °

B f% o HEATAAER getaddrinfo() FCERYFER TR TIER » FRATAT DL (R iZ ) ZE
freeaddrinfo() ff i 5= 2 HOREIL -

XAA—PTEHARA > WRIRE - NEEERSRE server B client » [LAIZE © 7
www.example.net” Y port 3490 o R - X EIFLHAENHTERE > EHREZRER]
Z 1% FLRHY structure o

int status;

struct addrinfo hints;
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struct addrinfo *servinfo; // 45 [a) 45

memset(&hints, 0, sizeof hints); // ffi{% struct JJZ=
hints.ai family = AF_UNSPEC; // f~H%& & IPv4 I IPv6

hints.ai_socktype = SOCK_STREAM; // TCP stream sockets

/] 2 A R

status = getaddrinfo("www.example.net", "3490", &hints, &servinfo);

// servinfo B fE$5 A — 1B struct addrinfos HY5E =

W—H W serinfo Z— P HEE > BEA S MAYHAE TR < L ATE — P REREE demo HYRE P>
KRERHXANDGOR - XAN/NER [18] ZfTHIH IR{Eds <17 T AT € /Y E AL 1P address :

/*
** showip.c -- EoRag ST HATZEHY EHL 1P address
*/

#include <stdio.h>
#include <string.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netdb.h>
#include <arpa/inet.h>

#include <netinet/in.h>

int main(int argc, char *argv([])

{
struct addrinfo hints, *res, *p;
int status;

char ipstr[INET6_ ADDRSTRLEN];

if (arge '=2) {
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fprintf(stderr,"usage: showip hostname\n");

return 1;

memset(&hints, 0, sizeof hints);
hints.ai family = AF_UNSPEC; // AF INET & AF INET6 a] L5 E it 4
hints.ai_socktype = SOCK _STREAM;

if ((status = getaddrinfo(argv[1], NULL, &hints, &res)) !=0) {
fprintf(stderr, "getaddrinfo: %s\n", gai_strerror(status));

return 2;

printf("IP addresses for %s:\n\n", argv[1]);

for(p = res;p != NULL; p = p->ai_next) {
void *addr;

char *ipver;

RIS N = keI DR =R

/| 1 1Pv4 5 1Pv6 Fiyfifr R [E :

if (p->ai_family == AF_INET) { // IPv4
struct sockaddr_in *ipv4 = (struct sockaddr_in *)p->ai_addr;
addr = &(ipv4->sin_addr);
ipver = "[Pv4";

} else { // IPv6
struct sockaddr_in6 *ipv6 = (struct sockaddr _in6 *)p->ai_addr;
addr = &(ipv6->sin6_addr);

ipver = "IPv6";
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// convert the IP to a string and print it:
inet_ntop(p->ai_family, addr, ipstr, sizeof ipstr);

printf(" %s: %s\n", ipver, ipstr);

freeaddrinfo(res); // Tt =

return 0;

}

WRAT W > A EE R ar S TR AV S L0 getaddrinfo() » 'EIE 4 res ATEHIHESR -
HE ] aE EE AL AT IFIT ED H R P s S 2R ey =B -

(BEATFER | ATETTiE struct sockaddrs THIRIGIZF ZR 1P RAMS ZAFH &S
B c AW ER T ARMHEN 7L - )

£ NEZIT RPN REBEARRERENZGITHER :

$ showip www.example.net

IP addresses for www.example.net:

IPv4: 192.0.2.88

$ showip ipvé6.example.com

IP addresses for ipv6.example.com:

IPv4: 192.0.2.101

IPv6: 2001:db8:8¢00:22::171

WAECKERNTELEZ T (T F getaddrinfo() ¥R [B] 1Y 45 B % 45 HUE Y socket prEYT -
i H & o] DU T FRATHY P B 2 T
IEBRANTREE T L
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5.2. socket()— H{7& File Descriptor !
FAE T LA B 3R socket() fBIRAESS MR R T » T—EZEH—T socket() system call » 3X
R B

#include <sys/types.h>

#include <sys/socket.h>

int socket(int domain, int type, int protocol);

A XS HUE B ?

AT LR R % EMHE Y socket 25 [ IPv4 B¢ IPv6 » stream = datagram [LJ TCP
¢ UDP J-

DARTEY AN 5 R X Ee B0 [ 2 WY E » 10 /R 2 °] DUX AR < [ domain /& PF_INET ={ PF_INET6"
type &= SOCK_STREAM =% SOCK DGRAM > ffii protocol G L% & 0 FKFETH
type BEFEIE HHYTIL - BCE IR AT LA A getprotobyname() R& i (R AHZEHY P X

=" udp” )

[ PF_INET 3t 2 /K 7E #] 46 {6  struct sockaddr_in #Y sin_family #£ {1 &= 2 #) > E 2
AF_INET (3R « 505 b BN R ABER > FILENENNE LS miFrZEF
Wit <> F socket() » 3L AF INET # i PF INET SR hE P SEiE

WA IRETLAEZ SRR - RN SR U R [E] T -

FEARAARALLAT » ATV E RN Z 2 # bk 5 5 (address family ) » gE/Z 7 AF_INET” tify
TOAFT FTURIVER MR R E SR PSR (protocol family ) HYJLNP > X
R rALZE  MZREMNETE=ZRBPRANE T 4H -

At DL Z 0 B it 2 AE /R Y struct sockaddr in fi{fE | AF INET > [ 7E# FH socket()
Bf i PF_INET ¢ ]

XAERLS T o IR E AT Z MY HUE EH A getaddrinfo() 15 2/ HY(H » I R X ME E 2
fEftss socket() » REXFE
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int s;

struct addrinfo hints, *res;

U N
I REFRANTE LIEYL "hints" struct]

getaddrinfo("www.example.com", "http", &hints, &res);

/] [FF2R > RN % BT getaddrinfo() #E{THEIRFEE, HEZF "res" HEEEWEEHN TR -
I TARR&EE —-EFTRE TN [ GXERE—FF)
/I EFREY R B1E 23 client/server E T o

s = socket(res->ai_family, res->ai_socktype, res->ai_protocol);

socket() BA4[R[O]— 2 1% system call ZEFHY socket descriptor 4515 > 55 1R &K A -1
errno £ FTESRENZHEIRMNE (4 T5E N errno #Y man F{f » 1 B K35 B4k 52 5%
HEHNITEZSEMSRD system call > X LESEEEAE o )

5.3. bind() — What port am I on ?

—HARA T —> socket » {REMHERFIX > socket SIRAHMIGHY port HEFTREL [ 4R IR
IEARE listen() 7 port ¥ AMWNERE » BE I SXFEM - bba + 2 A RES 1E L F AT E
15 IF R EREF] 192.168.5.10 port 3490”7 Hf X B fff ) - port number & 31k kernel |J
DUEE S H o A Y 095 6172 |8 R BT~ process HY socket descriptor = 415 {5 H /2 IE1F i#
connect()[ [ N RE client: N2 server )» X a] fEFE R « Aol o8 Z 0] DLk 132 - & B -

#include <sys/types.h>

#include <sys/socket.h>

int bind(int sockfd, struct sockaddr *my_addr, int addrlen);

sockfd & socket() %[Oy socket file descriptor - my addr 245 [A 8. & /REY L HE Bk ~ £
#r ) 1P address HY struct sockaddr 2 $5%f ° addrien Z L)L byte JNyEAfIAVHHE K& -

M R T - ATRE — DBl B socketbind( 4% ) Flim T2 FFHY EAL L
port ;& 3490 :
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struct addrinfo hints, *res;

int sockfd;

/| % > B getaddrinfo() #% A Hhhk4EFy

memset(&hints, 0, sizeof hints);

hints.ai_family = AF_UNSPEC; // use IPv4 or IPv6, whichever
hints.ai_socktype = SOCK_STREAM;

hints.ai_flags = Al PASSIVE; // fill in my IP for me

getaddrinfo(NULL, "3490", &hints, &res);

/I I — socket :

sockfd = socket(res->ai_family, res->ai_socktype, res->ai_protocol);

/I socket bind F[FA]{F 145 getaddrinfo() HY port :

bind(sockfd, res->ai_addr, res->ai_addrlen);

{#F AI_PASSIVE flag> F o] DURFE P i Z bind BEFTIEEHAY TP - LR /RAEZE bind F|
16 € A KU TP address > &7 AI_PASSIVE > Uit — bk #] getaddrinfo() AY5E—

bind() fEFIRIF L ZEME -1 FFR errno KENZHIRAVE -

Y HEFE A bind() MAgiFoh#E % struct sockaddr in - 1R @ 2R HE » X IPv4 A

A AR EAZH A IEIRLE IPve fi—FFRYFEE - — Kok > (£ getaddrinfo() &
thEfE & - B2 0 [HIRIEE B RS G

M X B # 7 E M

int sockfd;
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struct sockaddr_in my_addr;

sockfd = socket(PF_INET, SOCK _STREAM, 0);

my_addr.sin_family = AF_INET;
my_addr.sin_port = htons(MYPORT); // short, network byte order
my_addr.sin_addr.s_addr = inet_addr("10.12.110.57");

memset(my_addr.sin_zero, '\0', sizeof my_addr.sin_zero);

bind(sockfd, (struct sockaddr *)&my addr, sizeof my_addr);

£ EANAARIE o AR AREE bind SR A M UwHY TP address [ gi{5: L HAY AI_PASSIVE
flag ]» {7 7T LLiF INADDR _ANY #5%E%5 s addr R:fr - INADDR _ANY fy IPv6 ffiZ 2
— in6addr any £FHT & EE2WiEE S RAY struct sockaddr in6 HY sin6 addr FEA{if e
[ A —IREEH Y variable initializer (& & 4525 ) #Y INGADDR_ANY_INIT macro
(%))

5 E bind() B ENLEVERE ¢ FEA AN port number - 4 1024 LLFHY
ports HEMEH W [ RIEMRERFEHE ) | /RO LUE F(E 1024 Ll E#Y port number »
S E] 65535 (1Rt ok L T AR R Y ) -

R e AR S > AR EIRIE R isfT server [fi bind() AR T > EFEFL” Address
already inuse.” (HUHEIEAEGEAT ) - OBATEERE EUE 7 R4 > A ELIEREE] socket HYZEREIL
AL kernel HA > ME S 7 X4 porte {REJUFERFEBTER [ — o8z ) EE
IREY R P 8 38 (XS > IR E E R (E XS port o SEBIECHE ¢

int yes=1;
/Ichar yes='1"; // Solaris HY 3 = {5 F X >

// B[ DLEkES "Address already in use" £5iE{Z 5

if (setsockopt(listener,SOL _SOCKET,SO REUSEADDR, &yes,sizeof(int)) == -1) {

perror("setsockopt");
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exit(1);
}

& — X bind() WYEINNEEE  FEIRAEE M bind() B - EIRIEFEA connect() #
YA ES » IR DR A& local port &% /0 (DL telnet Jy @ » R A& LIHHY port
SR ) > RAT DL i B connect() » B E socket @& ARG E (unbound)  FHAE
HHBEAHEE 2 socket bind() | —/N i KL HAY local port

5.4. connect() > "B IREF -

UEATT R JL o7 B Y B (R B S IR 2 1> telnet N AR Fe > REY A an /R [ #E: TRON HigZ H
ALARE J LS — 1> socket file descriptor » {Riz 71 [ socket() - BEF M - & R IREREE] 7
10.12.110.57” #Y port 23 [ fRi At telnet port ) o B | /RILLE % i (1 BEUE 2

RBREENERF  ARIAE T LAAIBE connect() AYFETT > A1) 3% 28 Fl kb E AL - At LASS )
ERFTEIE | 2R S |

connect() call #I | :

#include <sys/types.h>

#include <sys/socket.h>

int connect(int sockfd, struct sockaddr *serv_addr, int addrlen);

sockfd 2 THYFALE socket file descriptor > #1[E] socket() & i [AfY > serv_addr &
— > struct sockaddr » & & T HHY port F IP Stk > jff addrlen ELL byte N EEALHY
server b5y KE o

2 HY FORFED AT LM getaddrinfo() i H HHUFF » BERFH -

XA TR A g 75 ? WAEXE R pAME > U A EREE X -

HAIBE DB > XiBFA{TH socket #EFHEF|] 7 www.example.com” HY port 3490 :

struct addrinfo hints, *res;

int sockfd;
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/I B 0 F getaddrinfo() % A address structs :

memset(&hints, 0, sizeof hints);

hints.ai_family = AF_UNSPEC;

hints.ai_socktype = SOCK_STREAM;

getaddrinfo("www.example.com", "3490", &hints, &res);

/I T — socket :

sockfd = socket(res->ai_family, res->ai_socktype, res->ai_protocol);

// connect!

connect(sockfd, res->ai_addr, res->ai_addrlen);

LR HEZIIEW 7 ENIEH CHY struct sockaddr_ins Jf{% 45 connect() - IR IREE
B35 o AR E DUX AR - 5 W EHE bind() FETH ROV S -

T EAKA connect() REAVE - BEEFH IR =RKME -1 Hi&E errmo TE -
AFFENE  AMA=FA bind() o BA L FATSFHEFEATA local port number : ¥
TTAEZRMGER (i port ) o Kernel &#EFFA{]#EHE—1> local port » [ Fe {1 = & #7

k& = B o) MIRATX BEE 50RE > ARG -

5.5. listen0— B ASFEHKE ?
OK > BiZiZHHaNET - REMRANEEEER — bt FLE B -

W - arEemi sy o IR EER A ANERE - JFLLEM T XAEEA] -

X NI REBEMN NP AREVEA listen() > #FEIFEHAH accept) (SFET—T1 ]
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listen M SR H > ATFE— LW

int listen(int sockfd, int backlog);

sockfd &=k H socket() system call HY—f% socket file descriptor > backlog & # A BYPAFI]
(incoming queue) FAT R VFAVIEREEH - XARMAEFEEEIE ? 440y » FEANERENZAE
XA PEAERE > EEI{R accept() EAT CHEUNTI) > MXMRHE 7 HEARVEE - 2%
2R BON R XD HE R HY 20 5 fREGVF AT DA —H s M EREN S5 2 10 -

ok > WlEFEE - listen() &2R[E] -1 FHFFEHEIREIEE errno °

gy IR RE R R > BATHFEAE | listen() DAATMA bind() > ik server FJ LIRS E

H port bimfT o [ RAAINAE & R IRV A K B EFE FUF— 4~ port | ) A LLAI SRR IELE
listen # AMYZERE > R iEfTHY system call i 772 :

getaddrinfo();

socket();

bind();

listen();

/* accept() MXE 45 */

AR TN ROEFNME RAEHEEEMWS I - (£ TH accept() ETHARIGZLE
Boed ) XBEAFBEEFTERITHIE 7 ZHA accept()

5.6. accept()— " I I/RIHFA port 3490 - "

AL > accept) MHABMRTUN | =L ENEFME + R A=1HE connect() FIR
(Y HL i IEAE listen() HY port o i {THYZERE S FEPAFE R4 accept() - /R accept() » &
WEZH G ER (pending ) 1EH - BRI [EIL EX N ERFEN — T socket file descriptor
ER ) ALY IRZEZRFA T PN socket file descriptor | J& A HY socket file descriptor 14
SRIEAE listen Z1&HVES M H & ILAY socket file descriptor | B F & A4 send()
5 recv() FHY -

WHAT -

#include <sys/types.h>

#include <sys/socket.h>
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int accept(int sockfd, struct sockaddr *addr, socklen t *addrlen);

sockfd = 1F1E #11T listen() HY socket descriptore {R f& & > addr #F = — 7 f5 A local struct
sockaddr_storage HYF5F - SR SR AV E B R AEWR B X 89 BHkE (i 7R =] BLH & SR 145 K12 W
— 8 EVMIE—> port JEHIRAY ) o addrlen 5&—-> local HYREENL 8 - NIZAE N EHY
625 accept() DAAT > MEI&LEN sizeof(struct sockaddr storage) ° accept() N ={FN
HZHY bytes (F77) F| addr - FHEAF T B/VH bytes L » B2 addrien HI{E K
TR

HEEFL ? accept() EFEIRAALNRE -1 % E errno - A& BetCha RFXEEINTY -
PR DAAT— A - A — B AU R B & PR I - A LUK B R — BOR ORI 4l 52

#include <string.h>
#include <sys/types.h>
#include <sys/socket.h>

#include <netinet/in.h>

#define MYPORT "3490" // fi F§ & IF £ 826 port
#define BACKLOG 10 // {E [\t i) LU 5 /AN 5 B2 1 5 1%

int main(void)
{
struct sockaddr_storage their addr;
socklen t addr_size;
struct addrinfo hints, *res;

int sockfd, new_fd;

/N AERT B SRR A !

/| E4e o A getaddrinfo() #; A address struct :

memset(&hints, 0, sizeof hints);

hints.ai_family = AF_UNSPEC; // {# ] 1Pv4 @Y IPv6 » &\ H] LA
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hints.ai_socktype = SOCK _STREAM;
hints.ai_flags = AI_PASSIVE; // &3 E EFry IP

getaddrinfo(NULL, MYPORT, &hints, &res);

/] 24—~ socket > bind socket > F£ listen socket :

sockfd = socket(res->ai_family, res->ai_socktype, res->ai_protocol);
bind(sockfd, res->ai_addr, res->ai_addrlen);

listen(sockfd, BACKLOG);

[l BUAE R — it ABYERE -

addr_size = sizeof their_addr;

new_fd = accept(sockfd, (struct sockaddr *)&their addr, &addr_size);

Il EETFS new fd X} socket descriptor #1743 |

—kf > FAT2IF new_fd socket descriptor Y send() 5 reev() JH - R AR B
ANESE o URTT DR close() S5 TEAE listen Y sockfd » LI 675 oF % Y ¥ 55 5 A6 — A~
port » TR AN EIE -

5.7.send() 5 reecvO— FE M > FBEFILHIIE !

XA S0y s B 245 7T stream socket =7 connected datagram ssocket o 5 /K FH T i
A& FLAY unconnected datagram socket » R=2EE S E K NAY sendto() K recvfrom() HY
T e

send() A -

int send(int sockfd, const void *msg, int len, int flags);
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sockfd J& R E X BRI R HY socket descriptor [ R E R socket() ARI[EHY > Hi/E
R accept() HUERHY ) e msg 2 — DG RRIEEF L TR Z 545 - 1 len ZLL byte Jy &
L TERHCTE © 1M flags KB 0 L o [ EZHHREY flag FURHE UL send() man
it e

—EOREI T

char *msg = "Beej was here!";

int len, bytes sent;

len = strlen(msg);

bytes sent = send(sockfd, msg, len, 0);

send() 2R [EISTRRA EHE byte HH > XAV RATE R OEE | AN BREER
wmogz**m ik TR A S BT - E R RE R BTN - IR
1R 2t 2 P Sk LR 088 6 LT B 57 <

Ei>

FACE - AR send() RIEHIES len HIEAFTEHIIE > (RELFE ZH X F SR NAVE Y
OB MREIEEMR/ANCEE 1K BRE/NXER ) RF LS — R H 2= Ay R -

—FE > BEIRAT SR E -1 0 FOF errno R E N IERS (error number) o

recv() & HAE V2 07 & 2 UL ¢

int recv(int sockfd, void *buf, int len, int flags);

sockfd JE= 3 HUY socket descriptor » buf ‘20 FZiRF FRIAYZE H X (buffer) » len & %%
PSR EE M flags TR EESN 0-[ RN flag FRAVH 11152 recv() BY man
F)e

recv() REIEFRIEFHE AREFXE byte £1H > MEEIRFTRE -1 [ FIZEHENTH
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errno J °

FF ! reev() ZERME 0 XHAERR—FHE mmA L E LR T IRAVIERE | recv() K
B0 HY{EEIERFE X EE -

XEREBSE - A2 2 /REE R DLE R EE - FH1F stream sockets #7 #F | IEIE | {RZ
UNIX MR T -

5.8. sendto() 5 recvfrom()— F§ DGRAM JX\#& FE 3 % 156 1%
T EMRYE > T XEEE R LENEF T 7 A2 Z A {#HH unconnected datagram

socket g 77

A R e TATIER R X EE -

N7 datagram socket J2 7 & B H il EAL - 5FI5E - FATE 2L L &6 B LUAT = 75 0

s IR 2

X! HAyi R | EXERRE

sendto(int sockfd, const void *msg, int len, unsigned int flags,

const struct sockaddr *to, socklen t tolen);

WIRFT L > XN EAEAR ESIEH send() —#8F > HEZ T DTN ER » to B — 115
i) struct sockaddr [ X F &5 — DR DLIE B & B2 U AN struct sockaddr in E struct
sockaddr in6 =% struct sockaddr storage ) HY¥5%f » EH = 7 HHY IP address 5 port o

tolen Z—> int» A[DLE M E 1R E N sizeof *to T sizeof(struct sockaddr storage) °

T REE AT B i HhE 45 ( destination address structure ) > {REX VA DL E T Y
getaddrinfo() B¢ recvfrom() - B E (Rt v] DL F-ohE | -

f17E send() » sendto() £ iR [E] LR M5 I FORISLR (—RE > TTEES /DI RSE G IEEY
BR ) TREEE -1
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recv() 5 recvfrom() . ZZERNZ%HY - recvfrom() HYNFHEAIT -

int recvfrom(int sockfd, void *buf, int len, unsigned int flags,

struct sockaddr *from, int *fromlen);

—FE o BIR reev() BG H2% T W IR - from &+5[7 local struct sockaddr storage HY
55 XNERESE W E S TEERRIER IPaddress 5 porte fromlen #5117 local int [
FEE N1Z B W IR{EY sizeof *from B & sizeof(struct sockaddr storage) e 4 pi % iX [A] i) »
fromlen & 8,& L x L AEF Y from Th gL HE K FE -

recvirom() X [E[FEUHIEIELH - SRAELZ A RN EE -1 [ FF IR EMNHY errno ] -

FrDLX AN A8 0 N BEF T A struct sockaddr_storage i}y socket HYZIBIUE ? Fy
FBE R struct sockaddr_in UE ?

WA mAER > WA EEIEE CHAE Pv4a B0 IPv6 > BT LIEAT(E A8 A HYZ 8 struct
sockaddr_storage » I ATRIE XA L WA ZE | 0] LLAIAE IPv4 5 IPv6 -

CATBL .. XERES— R A TEEAZE struct sockaddr A5 ik 7] UGN L ol it 1k g 2
HATE R T LU Ay struct sockaddr storage %% 773 A AY struct sockaddr | L%+
BERHZXARRZEW - BEZE > EMEABR > WBEEXDEESEZFRB - B AT
BT T — Y o)

0¥ > WEE AR connect() F[—-) datagram socket {RA] DLAEIR 2 EEYAC 5 H{HH send()
5 recv() ° socket A B 54K 2E datagram socket > & IE 2R (#HEFH UDP » {HEZ socket
interface = H &) # /R34 i1 H 1Y 5 K 5T -

5.9. close() 5 shutdown()— MERTE Al ¥ KT |
| RE R REAE send() 5 recv()T - IRIE & BSH R socket descriptor [ -
AR fa 88 > A T A % MUY UNIX file descriptor close() BH%Y

close(sockfd);

XZmEE N socket IHE MR E o (LA AHE WX DNiklinhy socket 1T IRE M AE UL

FIEE IR -
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AR AR B BE 2% (S socket A5 M] » A] LAEE A shutdown() A& » & kR =] LLU) i
B HEE > A (B2 close() ATy ) XZEUR A

int shutdown(int sockfd, int how);

sockfd Z R shutdown HY socket file descriptor > [fj how & N E f—/H :

0 A fo i HE YA s
1 A H &S dE
2 ARWFHEEESHEIEIE (BB close() ]

shutdown() EYIfEFIR[E] O - s iRaf K E -1 (& EAMHNHY errno) o

5 RAE unconnected datagram socket _F{#i ] shutdown() B B H <B4k socket L)k
Hi# T send) 5 recv() WA [ ZiC(EIRHABEFEH connect() F| datagram socket HYIf
fEEGEA -

HHFJE shutdown() Efr L& AH R file descriptor » ‘B HZ A 7 EHY A HME - 41K
HIFE L socket descriptor » {RiA & FTEHE A close() °

w T e

(BT Eid Sy E - WRIRA Windows 5 Winsock » fRRAiZZH ] closesocket() A

= close() ° )

5.10 getpeername() — fR2 i ?
XA R EAR a5 e
KEET » WILFABEE—IHCWET » BARALZESR T -
getpeername() PHEI S SRR S — IR EFE 1Y stream socket Eiff » PHEHEAIAIT ¢

#include <sys/socket.h>

int getpeername(int sockfd, struct sockaddr *addr, int *addrlen);

sockfd T& % 1Y stream socket 2 descriptor » addr & %5 7 struct sockaddr [ B struct
sockaddr_in JAYF5 5T X NEIE S F T E %S —Im B TOR > 110 addrien N Z+$51A int HY
5% N2 M EWBIETY sizeof *addr E sizeof(struct sockaddr) °

PUECAE R IR AR A -1 FERBEMTHY errno o

— BAREUS T EMTAyHEE - fREL AT LA inet_ntop() » getnameinfo() 2 gethostbyaddr()

ENH B HUAS E Z R BT - AR ARG ENNESEKS -
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(EFdrar > MRS — G HEKZITHYZE ident daemon FEHE[LL = ) 2870 » X E &8 H A HK
RAEHE - £ 5EIES%5 RFC 1413 [19] -

5.11 gethostname() — I 2 iff ?

Eh getpeername() & B AV LA 2 gethostname() ' B RERIBITEFIVEK 4 > X D%
W2 1% 8] LFIAE  gethostbyname() » K E X AR A M b FL K Y TP address -

A E A By ?

o] DR S — L FE - R XN iES socket JgfE » B2 THIEERA :

#include <unistd.h>

int gethostname(char *hostname, size t size);

ZERE B hostname Z 18 | F 7814 (array of chars ) FVIEFT > BB F A& R A HY
F L4 (Chostname) > [fj size LU byte NHAALHY N HAKE -
PHECAE I T R 2R [E] 0 > FEEE IR [E] -1 > FF—HME&E errno °

[17] http://www.iana.org/assignments/port-numbers

[18] http://beej.us/guide/bgnet/examples/showip.c

[19] http://tools.ietf.org/html/rfc1413
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6. Client-Server E:fif}

E N XE client-server (K -G as ) AUHFR - 24l 5 M EEIAEE client processes (%
FriftRE ) K server processes (AR 5 a5 iR ) MBI EHEBHR K2R < DL telnet Jy
B > LR telnet (client) FEREF| iy EHLEY port 23 I - AL LAYREFF (F77y telnetd
server) FRFFHGEN THEFR - BT KA telnet ERE » HHWIKEE DB EHERTE -

reqm:st

send ( }//f \recv{ )
Client % Server

2

recv ( }\ * ‘//send ()

response

Client-Server G zj]

Client 5 server [B]fV{E B A HLfE =~ LAHY B -

EHEEEIE client-server pair B DA{HFH SOCK STREAM - SOCK DGRAM = H 'EHY
(HEEATH MO Rg®E) - A — S RNE A client-server pairs -~ #l > 41 :
telnet/telnetd ~ ftp/ftpd =% Firefox/Apache - X R{HEH ftp B » &l=H — ftpd Ll
R RN ARAR S5 -

— k& LEEHRSH 4 server (1% server A fork()SRAHE % 1~ clients - FL A
I FE (routine ) & * server =S FFERE v accept() ERE > 7+ H fork() —> child process
(Fi#t1E) RO ER - XFLEHRANIET —TIH server RBIFATIMAYEE -

6.1. —/ & 55HY Stream Server

XA server FRfiiyE S EE S stream connection ( &R ERE ) 2% H "Hello, World!\n"=
FF & o IR BT 7R B0 2 F — D& LRI AT server> A 55— & LI3E telnet #| server:

$ telnet remotehostname 3490
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X H Y remotehostname FL-ERizfT server 0y FH£4 o

Server (LRI [20] :

/*

** gerver.c — & ~—-| stream socket server
*/

#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>
#include <errno.h>
#include <string.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <netdb.h>
#include <arpa/inet.h>
#include <sys/wait.h>

#include <signal.h>
#define PORT "3490" // 24445 FH P iE B0 port
#define BACKLOG 10 // HZ% /D PEr B/ ZEHEPL % ( pending connections queue )

void sigchld handler(int s)

{
while(waitpid(-1, NULL, WNOHANG) > 0);

/l Hl#5 sockaddr > IPv4 E{ IPv6 :
void *get in_addr(struct sockaddr *sa)

{
if (sa->sa_family == AF_INET) {

return &(((struct sockaddr in*)sa)->sin_addr);
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b

return &(((struct sockaddr in6*)sa)->sin6_addr);

int main(void)
{
int sockfd, new fd; // {£ sock fd #£{7 listen > new fd 2 HYEHF
struct addrinfo hints, *servinfo, *p;
struct sockaddr storage their _addr; // & 82 % 1Y b 1k 55k}
socklen t sin_size;
struct sigaction sa;
int yes=1;
char s[INET6_ ADDRSTRLEN];

int rv;

memset(&hints, 0, sizeof hints);
hints.ai_family = AF_UNSPEC;
hints.ai_socktype = SOCK _STREAM;
hints.ai_flags = AI_PASSIVE; // {#H$Hy 1P

if ((rv = getaddrinfo(NULL, PORT, &hints, &servinfo)) !=0) {
fprintf(stderr, "getaddrinfo: %s\n", gai_strerror(rv));

return 1;

/1 DB AR 2 S 45 5 0 0T (bind) B —BE P B 45 B
for(p = servinfo; p != NULL; p = p->ai_next) {
if ((sockfd = socket(p->ai_family, p->ai_socktype,
p->ai_protocol)) == -1) {
perror("server: socket");

continue;
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if (setsockopt(sockfd, SOL SOCKET, SO REUSEADDR, &yes,
sizeof(int)) == -1) {
perror("setsockopt");

exit(1);

if (bind(sockfd, p->ai_addr, p->ai_addrlen) == -1) {
close(sockfd);
perror("server: bind");

continue;

break;

if (p == NULL) {
fprintf(stderr, "server: failed to bind\n");

return 2;

freeaddrinfo(servinfo); // 4 Z &0 #X > structure

if (listen(sockfd, BACKLOG) == -1) {
perror("listen");

exit(1);

sa.sa_handler = sigchld handler; // g5 & EJE$EHY processes

sigemptyset(&sa.sa_mask);
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sa.sa_flags = SA RESTART;

if (sigaction(SIGCHLD, &sa, NULL) == -1) {
perror("sigaction");

exit(1);

printf("server: waiting for connections...\n");

while(1) { // FHEH accept() fEIf

sin_size = sizeof their_addr;

new_fd = accept(sockfd, (struct sockaddr *)&their addr, &sin_size);

if (new_fd == -1) {
perror("accept");

continue;

inet_ntop(their addr.ss family,
get in_addr((struct sockaddr *)&their addr),
s, sizeof s);

printf("server: got connection from %s\n", s);

if (!fork()) {// ZX->/2& child process
close(sockfd); // child “~Z5 2% listener

if (send(new_fd, "Hello, world!", 13, 0) == -1)

perror("send");

close(new_ fd);
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exit(0);

¥
close(new fd); // parent ‘&L iX >

return 0;

BB RN XA T R RER & 57 > Oy Tk a RO (A AW ) BT DURHURS TR
FE—KH) main() &P > WRIRGES R T o7 B LN — B e 8 = EE B YIS > | B
RAE £ -

[ #F - sigaction() PRGN IR M iZEE AR » HRZ - XA EHREFH

zombie processes ( {E 7 #F2 ) 24 parent process Fff fork() H{3EHY child process 4 5 »
H parent process & HU15 child process Y& IR AN » ¥t < H Pl zombie process » 415
IRP= 4T % zombies » (HHI LA FRMAIN - IRV AR EE AR HBEERRAZT ).

RET LA™ — T8 8y client > SRHUAS server BYFTH} o
6.2. 50y Stream Client

Client XZZ{kEL server W82 T » client FTFE EHMAVGEEE - ELEFUREM ST EN
THL 3490 port » % > client =ULE| server [ F T -

Client HYfCHS [21]:

/*

/*

** client.c -- —]~ stream socket client FYJ demo
*/

#include <stdio.h>

#include <stdlib.h>

#include <unistd.h>
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#include <errno.h>
#include <string.h>
#include <netdb.h>
#include <sys/types.h>
#include <netinet/in.h>
#include <sys/socket.h>

#include <arpa/inet.h>

#define PORT "3490" // Client FZLiEH:HY port
#define MAXDATASIZE 100 // $AT—X 0] DLUL SN Y 5 K F 11470 & (number of bytes)

/| HU{f& 1Pv4 =% IPv6 1y sockaddr :

void *get in_addr(struct sockaddr *sa)

{
if (sa->sa_family == AF_INET) {
return &(((struct sockaddr_in*)sa)->sin_addr);
b
return &(((struct sockaddr_in6*)sa)->sin6_addr);
§

int main(int argc, char *argv([])
{
int sockfd, numbytes;
char buff MAXDATASIZE];
struct addrinfo hints, *servinfo, *p;
int rv;

char s[INET6_ ADDRSTRLEN];

if (arge !=2) {

fprintf(stderr,"usage: client hostname\n");

58




exit(1);

memset(&hints, 0, sizeof hints);
hints.ai_family = AF_UNSPEC;
hints.ai_socktype = SOCK _STREAM;

if ((rv = getaddrinfo(argv[1], PORT, &hints, &servinfo)) != 0) {
fprintf(stderr, "getaddrinfo: %s\n", gai_strerror(rv));

return 1;

/1 B EURS 2 B AT S5 R I o o B B AE B T E B Y
for(p = servinfo; p != NULL; p = p->ai_next) {
if ((sockfd = socket(p->ai_family, p->ai_socktype,
p->ai_protocol)) == -1) {
perror("client: socket");

continue;

if (connect(sockfd, p->ai_addr, p->ai_addrlen) == -1) {
close(sockfd);
perror("client: connect");

continue;

break;

if (p == NULL) {

fprintf(stderr, "client: failed to connect\n");
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return 2;

inet_ntop(p->ai_family, get in_addr((struct sockaddr *)p->ai_addr), s, sizeof s);

printf("client: connecting to %s\n", s);

freeaddrinfo(servinfo); // 4= & & DLZX |~ structure 5EfY

if ((numbytes = recv(sockfd, buf, MAXDATASIZE-1, 0)) == -1) {
perror("recv'");

exit(1);

buf[numbytes] = "\0';

printf("client: received '%s'\n",buf);

close(sockfd);

return 0;

FOREEMNE  IMAREEFEIZIT client DIFIAE 8] server @Y1 > connect()= K [H] ~
Connection refused” » X{RA B -

6.3. Datagram Sockets

HAIE 2 fFE 16 sendto()5 recvfrom()H] 3% T UDP datagram socket FYZELRE » B DLF

SR — YW RIOMEF © talker.c 5 listener.c ©

Listener LA — & & &Y » FEHIHE A port 4950 HYE PR - Talker MM IS EWIHLEIE 25

KUR @A port BB I A G E P I S 7 HT B A B8 -
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X HE R listener.c IYLRE [22] :

/*

** listener.c -- —~> datagram sockets "server" HY demo
*/

#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>
#include <errno.h>
#include <string.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>

#include <netdb.h>

#define MYPORT "4950" // FHH P FTE#E 4 1Y port
#define MAXBUFLEN 100

/I get sockaddr, IPv4 or IPv6:

void *get in_addr(struct sockaddr *sa)

{
if (sa->sa_family == AF_INET) {

return &(((struct sockaddr in*)sa)->sin_addr);

return &(((struct sockaddr _in6*)sa)->sin6_addr);

int main(void)

{
int sockfd;
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struct addrinfo hints, *servinfo, *p;
int rv;

int numbytes;

struct sockaddr_storage their addr;
char buffMAXBUFLEN];

socklen t addr_len;

char s[INET6_ ADDRSTRLEN];

memset(&hints, 0, sizeof hints);

hints.ai_family = AF_UNSPEC; // # 5% AF _INET DL5&%|{HFH IPv4

hints.ai_socktype = SOCK_DGRAM;
hints.ai_flags = AI_PASSIVE; // {# [ fHy 1P

if ((rv = getaddrinfo(NULL, MYPORT, &hints, &servinfo)) != 0) {
fprintf(stderr, "getaddrinfo: %s\n", gai_strerror(rv));

return 1;

/I PTG BV 45 5% > #F bind B ESGHEISE bind 19
for(p = servinfo; p !|= NULL; p = p->ai_next) {

if ((sockfd = socket(p->ai_family, p->ai_socktype,
p->ai_protocol)) == -1) {
perror("listener: socket");

continue;

if (bind(sockfd, p->ai_addr, p->ai_addrlen) == -1) {
close(sockfd);

perror("listener: bind");
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continue;

break;

if (p == NULL) {
fprintf(stderr, "listener: failed to bind socket\n");

return 2;

freeaddrinfo(servinfo);
printf("listener: waiting to recvfrom...\n");

addr_len = sizeof their_addr;

if ((numbytes = recvfrom(sockfd, buf, MAXBUFLEN-1 , 0,
(struct sockaddr *)&their _addr, &addr_len)) == -1) {

perror("recvirom");

exit(1);

printf("listener: got packet from %s\n",

inet_ntop(their_addr.ss family,

get in_addr((struct sockaddr *)&their_addr), s, sizeof s));

printf("listener: packet is %d bytes long\n", numbytes);

buf[numbytes] = "\0';
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printf("listener: packet contains \"%s\"\n", buf);

close(sockfd);

return 0;

FUFENE > AT A getaddrinfoO it » FATZEH SOCK _DGRAM - 5+ & 5]
AFEHE listen()5/E accept() * XZ M (JCERE) datagram sockets HY—%F4A |

BrE 2 talker.c YRS [23]:

/*

** talker.c -- —“|> datagram "client" Y demo
*/

#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>
#include <errno.h>
#include <string.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>

#include <netdb.h>

#define SERVERPORT "4950" // F Fr B 826 841 port

int main(int argc, char *argv[])

{
int sockfd;
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struct addrinfo hints, *servinfo, *p;
int rv;

int numbytes;

if (arge 1= 3) {
fprintf(stderr,"usage: talker hostname message\n");

exit(1);

memset(&hints, 0, sizeof hints);
hints.ai_family = AF_UNSPEC;
hints.ai_socktype = SOCK_DGRAM;

if ((rv = getaddrinfo(argv[1], SERVERPORT, &hints, &servinfo)) != 0) {
fprintf(stderr, "getaddrinfo: %s\n", gai_strerror(rv));

return 1;

/I FATERF R 2 BT &5 3 - 74— socket
for(p = servinfo; p != NULL; p = p->ai_next) {
if ((sockfd = socket(p->ai_family, p->ai_socktype,
p->ai_protocol)) == -1) {
perror("talker: socket");

continue;

break;

if (p == NULL) {

fprintf(stderr, "talker: failed to bind socket\n");
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return 2;

if ((numbytes = sendto(sockfd, argv[2], strlen(argv[2]), O,
p->ai_addr, p->ai_addrlen)) == -1) {

perror("talker: sendto");

exit(1);

freeaddrinfo(servinfo);
printf("talker: sent %d bytes to %s\n", numbytes, argv[1]);
close(sockfd);

return 0;

EESERX LT | R ALEE EiETT listener - BEEIE S — G flldinfT talker - MEE 1Y
i XER A -

XRARE RN BT server | A LLAZEAT talker » & K& 1R A0 HY R 08 61 2 S |
WR S~z A AH reevirom()RFEILATIE » XK EZHELME -

Hid {5 i UDP datagram socket (% 25 AYEHE & = ag ik Ay |

e EE R > mi i T AR AN T ¢ connected datagram socket o F¢ AF X BB EH f— T
N FATIESE datagram X PETT

Fef 1 talker i connect)Fff5E listener HYHEHE - MIX FF 45 » talker HEE HEEM
connect()FTfi5 & By M b # /T Z X S U - L > RN F{ER sendto()5 recvfrom() » A LA
g send)5 recv() BFLEF -

[20] http://beej.us/guide/bgnet/examples/server.c

[21] http://beej.us/guide/bgnet/examples/client.c
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[22] http://beej.us/guide/bgnet/examples/listener.c

[23] http://beej.us/guide/bgnet/examples/talker.c
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7. EERAR

AREHFRN RS EH > HELALEIKE —%F - H% > ARIFELEFXPESR > (8
M iZ=ifFHCHE Unix MBRECKXMHEINE | K

FTLL > AT B AR IR SA Y socket i 5 - X HE A LEEEIFREARE -

7.1. Blocking ( fHZE)

fRUFaf blocking » HZ2EBEXBMRR(MERRGIE ? WS 2 » 7 block” HLE 7 sleep
(REE) 7 AIEE R ARIE - IRELARTIZTT listener IR ATREHEET > EREEA LS >
HEFHEERE -

R% & # = block » accept() == block » = IHY recv() PHEEZ block - [HIARZEANIH
P BEA o R4 socket() 217 socket descriptor Hf » kernel ( Nf% ) &SN EEERN
blocking - Z{RANFEHEL blocking socket » R 218 F fentl() :

#include <unistd.h>

#include <fcntl.h>

sockfd = socket(PF_INET, SOCK _STREAM, 0);
fentl(sockfd, F SETFL, O NONBLOCK);

T socket ¥ 'E ) non-blocking (JEFHZE ) > REFELAE " poll (E 1) " socket DAHUfG%
P& o WHRARAE 12 H non-blocking socket > [fi socket X HEIERS » HEFL A =& £
block » i &iK[E -1 HF errno & EH N EWOULDBLOCK -

ZRT > — Mkt - X AE polling BARFHIEE - WMERRILEF —EHIUER socket FER
FHEIE - M=R% CPU ByNf[H » XiEEAGEN - (EECERAVEEZMN A T —T
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17 select() K& socket &7 A EHE T ZiRHL -

7.2. select)—[E 2 1/0 % T.

XA SETE  AEERGH - BFEEFETEHXMMENR - WRIRE—1 server > M{RAE
2 listen IEAE JFRAVERE > [E AW ELC E LAV ERE socket —FF o

R % - H B accept() fo—N reev() #LAF T ©

B | WRARAE accept() call %4 4T blocking 1% EEEJpUE 7 K40 foT [F] B i3
{7 reev( g ?

" HSEEE A non-blocking socket | 7

AT VIR A =B RTE CPU BJRAYIE AR -

 HEAE AT A T AN 7

select() & T IRIE B W5 L 251~ sockets FYAL T » B FIRIILE sockets B 22 H & 0] LA

EEL N HFEE sockets EELTELAE A 0 41 E IR E YA K E HIRIRWELEE sockets fift %
THIAN -
BIfsE select() tfHHY F o/ MM > A A A Z WM sockets figHY 7L « — DL AT

R EZ libevent [24] SFEHEBERLN HE > HELINWAFHMRESR - ALULHE
socket HY#HZHI °

T REE > TERIEMET select() M :

#include <sys/time.h>
#include <sys/types.h>

#include <unistd.h>

int select(int numfds, fd set *readfds, fd set *writefds,

fd set *exceptfds, struct timeval *timeout);

XDEUELLL readfds ~ writefds . exceptfds 5 )l file descriptor ( SCHHEHLET ) AY 7 sets
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()7 - MERAREERE R E S RE 1 HL standard input ( FrofER A ) K sockfd socket
descriptor» HZ R} file descriptor 0 5 sockfd 1% % readfds set ™ o numfds S ¥ N 1% B %
BN filedescriptor HYEEEN 1o XN > NAZXZ R numfds & &) sockfd+1 -
FERTE RS standard input (0) ©

2 select() [ 51} » readfds =#3E 0 > F R K ML R BT & B /Y file descriptors Hf » Iff L 22
HEHE R DL EL > R A 2LAH T ARy FD_ISSET() macro ( 7% ) SKHUf3 X 2L ] i HY  file

descriptors °

FEAR ST R LUAT - PSR Ul % A0 X L sets -
B> sets (YAIHIAE fd_set > THIJE AR FZEHIXRIGIHY macro :

FD_SET(int fd, fd_set “set); T fd Hrigz] set o
FD_CLR(int fd, fd_set *set); M set [ fd -

FD _ISSET(int fd, fd_set *set); 75 fd ¥ set o i[O true

FD_ZERO(fd_set *set); K oset BENEFENE -
& 4 N EKY struct timeval & {1 B K FHIUE ?

T AR AR —EHACK BEE AR EEIES IR > SEHBEZTESE > HS 96 Wit #E
EIH 7 =7 .7 F &0 (terminal ) [ 2X ) time structure iF{RE]DLiEE timeout [
JEHH o

W BB T
2y

i select() it/ H IR EME T FE 280 file descriptor K > B =[E[fE » iE{R
] DLAR 8 {3 5 o

=

struct timeval HYFEf7 40|

struct timeval {
int tv_sec; // ¥ (second)

int tv_usec; // i) ( microseconds)

}s
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HERF tv_sec WENEFRFHIVE » M tv_usec WENEFRFHIWMDL - ZH - BLEM
W rEEW - —=2A 1,000 M i—FA 1,000 25 - BrLL —FbEtA 1,000,000
D -

AFEZEF 7 usec (fFb) 7 W ?

Tout BRERRGEEAIARERR T micro (5) 7 IR FE 1 (Mu) - B4 - HE
Ruf > ZHEH timeout - FLLFR/RET T Z /P Bf R AT RUR R RATE FHRY Unix i

=

IE o

e
A AT AR select() SEE timeout HIE » TIHLERGF L - FIOMIEERLT A select)
9% FRERLS IR R timeout (9 LABSIRARFEIT A AT LA ST -

EE D BATH RS Y T R T ]

W N SR E o TICI/REF struct timeval 1&E %/ > fRA[FE R B HERF — /N
standard Unix timeslice ( ¥R Unix Bf[A /) °

H—EHEBE R struct timeval BV E S 00 select() =TEFR AL sets
Y&~ file descriptors 2 1% » §t 5 E timeout e LNE{RIF timeout %% BN NULL> B2
BRI & timeout > H H[E AHER > AT E /D —4 file descriptor L4254 (ready )« 4l
RARNAE P F RIS [A] - BEAE VA select() INf R timeout Z 4% & NULL -

AR R B [25] FfF 2.5 1&g > w23 standard input (Aol A ) B AHYZR
7

/%
** select.c -- a select() demo
*/

#include <stdio.h>

#include <sys/time.h>

#include <sys/types.h>
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#include <unistd.h>

#define STDIN 0 // standard input [y file descriptor
int main(void)

{

struct timeval tv;

fd set readfds;

tv.tv_sec = 2;

tv.tv_usec = 500000;

FD_ ZERO(&readfds);
FD SET(STDIN, &readfds);

/I NHE writefds 5 exceptfds :
select(STDIN+1, &readfds, NULL, NULL, &tv);

if (FD_ISSET(STDIN, &readfds))
printf("A key was pressed!\n");
else
printf("Timed out.\n");

return 0;

}

S04 P — #7280 X (buffer) HY LRI » HE I8 U7 AL 58 5 By A S0 % K0 % R B2 T Enter
HMAFR 2% % timeout -

IRIAE AT EE AR XA T AME R EF A 4IER datagram socket _EARYF - 1 HARZ N HY -
R % AN B Y T A -

B2 g2 XA TR select() > TIAEFRFT A RIEERE - (RN %ES %K
2 LM man (EHERRAERT LA NG -
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HEE 2 =T H struct timeval AV [E] > FHSR K B select() JE AN F K 2% /D Ef[E timeout;
FEFEARE -  WRREERETFEABEN > BN ZEFX DR - (ORIRFEHE
BRI N AT [E] - A LLEE A gettimeofday() » e AIEXR S AR » AT FHLEFZXE - )

WERATE read set H1HY socket ZRMIZERE » = EFELE ?

HHY o XD ETFHY select() [B[Z 1 » &= 7F socket descriptor set B X~ socket &
ready toread (BLZE A1) 7 AY o [ HIREAYH reev() £ IEHUIZX 1 socket Hf > reev() =
Ol 0 251K - XMEIRELEAI B2 client RFERE T o

HomiE select() A AV 7 W R ARIELE listen() — socket: /R 0] DX socket HY
file descriptor JZAE readfds set 1 » FHEKBEEREHHIERE -

YA > X2 7 fE select() bl &5 HY 2R 5% 15 B

AL N AR ESR > X E M NEREREE] > ZIERERIH > DURT Y fa) 558 F1 A1 58 B
NS E=A BEZE - AERALIEESR - AR R EATER -

B [260] NITHEERENZHPWIRZE server> F£— &L HIE{T server A EBEHE
% I~ %9 O F telnet & $2 ¥ server [ 7 telnet hostname 9034" ] o Y {R{F H | —
™ telnet session Hrii AR FER > XETFNZSEHEESIE LD LHE -

/*
** gelectserver.c -- —-> cheezy HYZ Al K= server

*/

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <unistd.h>
#include <sys/types.h>
#include <sys/socket.h>

#include <netinet/in.h>
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#include <arpa/inet.h>

#include <netdb.h>

#define PORT "9034" // FA11E4E listen HY port

// Hl#5 sockaddr > IPv4 E{ IPv6 :
void *get in_addr(struct sockaddr *sa)

{
if (sa->sa_family == AF_INET) {

return &(((struct sockaddr in*)sa)->sin_addr);

return &(((struct sockaddr in6*)sa)->sin6_addr);

int main(void)

{

fd_set master; // master file descriptor %
fd_set read_fds; // 45 select() FHHYETHS file descriptor
int fdmax; // £z KHY file descriptor %7 H

int listener; // listening socket descriptor

int newfd; // ¥ #) accept() socket descriptor
struct sockaddr_storage remoteaddr; // client address

socklen t addrlen;

char buf[256]; // fif1F client ¥FEAYLE H X

int nbytes;

char remoteIP[INET6 _ADDRSTRLEN];
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int yes=1; // L& THY setsockopt() % EH SO REUSEADDR

int i, j, rv;

struct addrinfo hints, *ai, *p;

FD ZERO(&master); // J& [ master 5 temp sets

FD_ZERO(&read_fds);

/| AT socket > 3 H bind &
memset(&hints, 0, sizeof hints);
hints.ai_family = AF_UNSPEC;
hints.ai_socktype = SOCK _STREAM;
hints.ai_flags = Al PASSIVE;

if ((rv = getaddrinfo(NULL, PORT, &hints, &ai)) !=0) {
fprintf(stderr, "selectserver: %s\n", gai_strerror(rv));

exit(1);

for(p = ai; p != NULL; p = p->ai_next) {
listener = socket(p->ai_family, p->ai_socktype, p->ai_protocol);
if (listener < 0) {

continue;

/] TR X DEE RS B ¢ "address already in use"

setsockopt(listener, SOL _SOCKET, SO REUSEADDR, &yes, sizeof(int));

if (bind(listener, p->ai_addr, p->ai_addrlen) < 0) {
close(listener);

continue;
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break;

/17 FATTE A A FIWr 2 MR FAT bind() KK
if (p == NULL) {
fprintf(stderr, "selectserver: failed to bind\n");
exit(2);

j
freeaddrinfo(ai); // all done with this

// listen
if (listen(listener, 10) == -1) {
perror("listen");

exit(3);

// % listener ¥ ZE| master set

FD_ SET(listener, &master);

/I FFeriB iR i KAY file descriptor
fdmax = listener; // F| 1 2 E T

/I EEZAEH

for( ;) {
read fds = master; / & | master

if (select(fdmax+1, &read fds, NULL, NULL, NULL) == -1) {
perror("select");

exit(4);
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/] AE B Y B T SRR LAY
for(i = 0; 1 <= fdmax; i++) {
if (FD_ISSET(i, &read fds)) {// &A1 z]—"1 1 |
if (i == listener) {
// handle new connections
addrlen = sizeof remoteaddr;
newfd = accept(listener,
(struct sockaddr *)&remoteaddr,

&addrlen);

if (newfd == -1) {
perror("accept");
} else {
FD SET(newfd, &master); // ¥r¥4 %] master set
if (newfd > fdmax) { // FeiBEHE AN fd
fdmax = newfd;

}

printf("selectserver: new connection from %s on "
"socket %d\n",
inet_ntop(remoteaddr.ss family,
get in_addr((struct sockaddr*)&remoteaddr),
remotelP, INET6 ADDRSTRLEN),
newfd);

} else {
/] WAEESEH client HYETHE
if ((nbytes = recv(i, buf, sizeof buf, 0)) <= 0) {

/] got error or connection closed by client
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if (nbytes == 0) {
/1 5RO
printf("selectserver: socket %d hung up\n", i);
} else {
perror("recv'");
}
close(i); // bye!
FD CLR(i, &master); // M master set F1 %[5

} else {
/1 AT client U F]— LL & ff5
for(j = 0; j >= fdmax; j++) {
/R RR
if (FD_ISSET(j, &master)) {
/I RE %4 listener FRIAIEC
if (j != listener && j !=1) {
if (send(j, buf, nbytes, 0) == -1) {

perror("send");

b
+ // END handle data from client

} // END got new incoming connection
+ // END looping through file descriptors
+ // END for( ; ; )--and you thought it would never end!

return 0;

}

KA IERE AP file descriptor sets © master 5 read fds o i [ 0 master it 3= 4= 3
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A ZE A socket descriptors » 5 1E4F listen #riE#EHY socket descriptor —f#

F ) master ELHZ R select() L fr L= RG Aot K /Y set » AR ML H Fil Bt 28 7]
1% (ready forread ) HY sockets [R5 F 00 i 4E 1£ P K Y select() calls HA (8] t BE 9% 55 272 18 IF
HEHE it DA B 20 R IX R B A 4 AR DN LT - S 1% 0 IR master EHIE] read fds >
FHHEE E H select() -

AEX ARG LA R EREN - O R TR B master set 15 2 ZHY |

MR ERLE RN > WAL ER M master set PREERIG ? ZHY > A -

i - FATEM A listen HY socket FAFLLE Al 32 - AR A3 XARKA - HFLHE
HYZERE - 1 H IR accept() X ERE > IR T Y F] master set o FAFEHL - 2 client ZEH#
LeE A H oreev() X [E] O B FRATHELAE R client SR P T3 HE - [ Hh AR X~ socket
descriptor M master set FFE[R -

4 client Y reev() R[EIFEZHYE - N1 - WEERIE client B2 UE] 7 —243E - ATLIIK
W MR L > FFREEE] master JFHR - FFREIEEG HECERENE clients

HEYBIAAT > LLEXT T AE select() bR & AYREAL - B EH E A & SR HYFIF -

B XEHNEF - — D27 poll (YeREL - ENIIT NS select() 1R{% - HEEEH
file descriptor sets B N —FEHY 48 > /R B[ LLEFE poll »
Z % 5k

[24] http://www.monkey.org/~provos/libevent/

[25] http://beej.us/guide/bgnet/examples/select.c

[26] http://beej.us/guide/bgnet/examples/selectserver.c

7.3. REBEGRENKBENE
AT RTEAY send() Z 1T 2 M B F A E e L send() T BE N = R UK AT ZOK AV S HE = H %
g ? 2wl > RAAIREE XN 512 bytes » {HiZ send() HEH 412 bytes » AR T HY
100 > bytes F[WFXE T ?
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Gy > HSLETRAEIRA R A X » NI EEA B IRAEFEMIHY > kernel ZREEAFHAH —
/> chunk Rf & ERAVESEZA L - MBLAE - FAYIIA > IR\ LU GE B 40 qa] oA B 2% o O o 3f R
Ay £ 9 -

fRA] PLE — GO REHY e 4T

#include <sys/types.h>

#include <sys/socket.h>

int sendall(int s, char *buf, int *len)

{
int total = 0; // FATELEH %/ bytes YA
int bytesleft = *len; // HATEA 2 /D& {5 2L ik

int n;

while(total < *len) {
n = send(s, buf+total, bytesleft, 0);
if (n==-1) { break; }
total += n;

bytesleft -= n;

*len = total; // X [0 52 fx £ 25 Y HY & 4E &

return n==-17-1:0; // LW H&R[E -1 ~ KIhEFRE 0
i

FEXANPI T B > s BRI G R AR socket  buf B {E 7 HHEHY R B> (T len B— 15
B o f5E— int BIGIEYERLL > i gt T P X PRV EHELLE -

SR FE IR I AR B -1 (10 errno (5ZRMHFH send() 1R E ) - B KFREHAETELE =
£ len H[EIfZ - BRIFAHIR LA - A AXZIRIMAT ZE R E ANV LIEEME - sendall) =
RO ESEZL » A NRAERLAEN - B2 [E SR -

AT SR XHA A AR A R

char buf[10] = "Beej!";

int len;
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len = strlen(buf);
if (sendall(s, buf, &len) == -1) {
perror("sendall");

printf("We only sent %d bytes because of the error!\n", len);

;

HEIE R — B IR A YR (receiverend) If &L ERFRE ? MRGIEEIKERE
=AY (variable) - UK Ui 40 {A] K12 55— Ui HY L5030 6L 7T B H 46 5 45 K g 2

= RECF AT E 2SS (encapsulate) [ R0 {58 PEE 3 (data encapsulation ) = J7HY T
KACANG 2 AL A AR )

7.4. Serialization : #1/a] £ 3& X3
BN T RHE A T RS AL AR R T TTE%%DLT A ERAAR AR FE s — g " T
PEHE > W int 2 float » A F(TEFEREE ? XEAE —HLEE -

I ROy 30T R sprintf() AV REL - FEEF X F - HIE=EH
Wl strtol() AT LT > HEH T -

2. HEMREEEE = i REETE L £ L% send()

3. MEF9mtE (encode) N U[REHEHY Z#HHIH8 =0 HMULE SN EFE (decode) -

FelE R | RIES

[ Fr )
Beej Wi @7 R LHEVE =1T50E T
[ 255K ]

(ERAVITHE AT T Z AT > BN 1% Z R IR 1 A R 2 Fe 2w DLIECX ¢ B 1F - 1132 5
AR R AR IR AV E dh 2 2 M R R PR AR - A DUFE R E 2 H SR AF X E o3 i > A] LLSE Y
WEE - FMGEIREY R EEME AL o BAE X H 5[ A 28 38 B F bn By A By SR - )

Khr b EEHEEHAGEESEMNNVRESE A > EE2O®RAE - BEREEFE =177
% o B AR S AN BY R A

B—J1E o EEEDAIE N ERHE N T LSRR DURAE ST IR R A

WS Y BB - AR - N5 Y P e BBl FH S U A 8B ( non-bandwidth-intensive )

HYTE L > a0 Internet Relay Chat (IRC) [27] = ZA0M » @k SUZ B HiRERT - H B 2B ZELIL
JR A E {2y 22 [a] -
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FoATTE  FEFEREYE (rawdata) > XAPDTAMHSE S (HEER | ) @ HERE
JEFEFHIEOLZE send() -

double d = 3490.15926535;

send(s, &d, sizeof d, 0); /* &% » R E A& M | */

PR SR LA UL

double d;

recv(s, &d, sizeof d, 0); /* &% » N E B FHE M | */

Pl SCfap R AN (B 4P Y IR 2

GFEY > BHEHA R E WAV R AE R R double (B¢ int] o [IR | SO IRAFTREARE
B EXHNE R FXDTARL - i ERE - )

BRI - FKATE 22 A1 htons() ZX K HY bR &40 A1 B W B &7 B L9 Network
Byte Order (IR I ) - SRILIRPE A] ARG HE - 2R RN - %27A 25 EAy pr & A] P4
float BIRBI{EH » 2 EHY A EE L2 T4 ?

Aita ! (REHLT —=)LE?22FL? — GG ? )

BAT AT DA A5 AT AT DUORF & s B 3609 B E A AY b R = > kR dE W DUAE
7t Uiy I

WATEHY 7 BEAE R BB R R ?

Y IATELED T htonsQ Sufl 17 AZE 2 EREFM host #FE [HE 7 %
f4” 179 Network Byte Order #&z( 5 AR TR He (1845 VX405 B2 Ul = 18 ) ntohs()

AR A B W - %A R HY ey & AT (it IR R A A ] (o Y e 2

R Wik - MHRKN C B RAIEAR AR TR - BT IXA SR AT ( that a

gratuitous pun there for you Python fans ] -

A EFEEREER 2RI MR RA - FELWE XL - fl40 : £ 3 float » XHEHAYIK
PHA R ARV Z ZE (8] © [28]

82




#include <stdint.h>

uint32 t htonf(float f)

{
uint32 t p;
uint32 t sign;

if (f<0) {sign=1;f=-f; }
else { sign = 0; }

p = ((((vint32_t)f)&0x7fff)<<16) | (sign<<31); // whole part and sign
p |= (uint32_t)(((f - (int)f) * 65536.01))&0xffff; // fraction

return p;

float ntohf(uint32 t p)

{
float f = ((p>>16)&0x7fff); // whole part

f += (p&Oxffff) / 65536.0f; // fraction

if (((p>>31)&0x1) == 0x1) { f=-f; } // sign bit set

return f;

}

EAIHIAREEE — 1 native (JEARY ) 2/E » fF float iEfE N 32-bit AL - Highbit ( 5
EERE) (31) ARESARFHERNS (7 17 RO ) > mMBETRBCAELR (30-16)
= HkEE float BEANEFRYE 7T - &% > F NAVLLE: (15-0) AR FEHFHI/INE
( fractional portion) 47 o

(EEE DA E = MR

#include <stdio.h>

int main(void)
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float £ = 3.1415926, f2;
uint32 t netf;

netf = htonf(f); // FE#HL ) "network" 2=
f2 = ntohf(netf); // % [=] ] 15

printf("Original: %f\n", f); // 3.141593
printf(" Network: 0x%08X\n", netf); // 0x0003243F
printf("Unpacked: %f\n", £2); // 3.141586

return 0;

;

GFAATE BRI~ R HPRE - 8N  EEZERBEHZARCR > X SRR A
IR H — IR E A DT — DA 32767 B > Bt &% |

IRt a] DUAE B e BT B 2] > fefk — W AT+ 2t iz 22 (8] 72 A IEF ORF
A% E e 7

grHy > F SR % S 4 (float point number) BYARAE T FUE CAIHY IEEE-754 [29] 240 HY
L = A2 N BRI X A OF s > BT DE X G B - PR ik o A 7R AU e
HERIREERA A B BEE L ERIRRATERSR - (A0SR > ORI
IEFE PR PR - IRNLZ AR A B My & Bt T/ Mk | X B htons() 5 EHY KK
(BB TTE - )

XA BRI A LR float 5 double Z@i%°y IEEE-754 #%3X [30]- [ ZZEAYDIRE - E
R&4mig NaN B¢ Infinity - Ao 8] DUSFE LA DL )

#define pack754 32(f) (pack754((f), 32, 8))
#define pack754 64(f) (pack754((f), 64, 11))
#define unpack754 32(1) (unpack754((i), 32, 8))
#define unpack754 64(i1) (unpack754((i), 64, 11))

uint64 t pack754(long double f, unsigned bits, unsigned expbits)
{

long double fnorm;
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int shift;
long long sign, exp, significand;

unsigned significandbits = bits - expbits - 1; // -1 for sign bit

if (f==10.0) return 0; // get this special case out of the way

/I RE RS H I ENE
if (f<0) { sign=1; fnorm = -f; }

else { sign = 0; fnorm = f; }

JHUR E TSR R B A
shift = 0
while(fnorm >= 2.0) { fnorm /= 2.0; shift++; |
while(fnorm < 1.0) { fnorm *= 2.0; shift--; }

fnorm = fnorm - 1.0;

I W EE A SRR s = (G S
significand = fnorm * ((1LL<<significandbits) + 0.5f);

/] get the biased exponent
exp = shift + ((1<<(expbits-1)) - 1); // shift + bias

R B & 1Y iR
return (sign<<(bits-1)) | (exp<<(bits-expbits-1)) | significand;

long double unpack754(uint64 t i, unsigned bits, unsigned expbits)

{
long double result;
long long shift;
unsigned bias;

unsigned significandbits = bits - expbits - 1; // -1 for sign bit

if (1 == 0) return 0.0;
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// pull the significand

result = (i&((1LL<<significandbits)-1)); // mask
result /= (1LL<<significandbits); // convert back to float
result += 1.0f; // add the one back on

// deal with the exponent

bias = (1<<(expbits-1)) - 1;

shift = ((i>>significandbits)&((1LL<<expbits)-1)) - bias;
while(shift > 0) { result *= 2.0; shift--; }

while(shift < 0) { result /= 2.0; shift++; }

/] sign it
result *= (i>>(bits-1))&1? -1.0: 1.0;

return result;

BE FS 4 19 TR0 B — 8 07 (A macro FISREF% S BRI EFSE 32-bit (SR float) 5 64-
bit ( B(VF & double] MM » {EL/E pack754() 6% PT DL ELHE VA A - 3 25 MRS JLAEL 5
HUHE [ expbits BV /LN LR SRS 24 IE ML BUE R B - )

XHEEFEMATEA

#include <stdio.h>
#include <stdint.h>// %€ X uintN_t #I%5
#include <inttypes.h>// % X PRIx macros

int main(void)
{
float f=3.1415926, 2;
double d = 3.14159265358979323, d2;
uint32 t fi;
uint64 t di;
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fi = pack754 32(%);
f2 = unpack754 32(fi);

di = pack754 64(d);
d2 = unpack754 64(di);

printf("float before : %.7f\n", f);
printf("float encoded: 0x%08" PRIx32 "\n", fi);
printf("float after : %.7f\n\n", £2);

printf("double before : %.201f\n", d);
printf("double encoded: 0x%016" PRIx64 "\n", di);

printf("double after : %.201f\n", d2);

return 0;

RS A TR

float before : 3.1415925
float encoded: 0x40490FDA
float after : 3.1415925

double before : 3.14159265358979311600
double encoded: 0x400921FB54442D18
double after :3.14159265358979311600

R A] BE 3 28 HY 55— TR IR 2 A0 ] £ 3¢ struet g ?

XFUR R A [ R - G i e = H R — 4> struct YR EZERBIE A o [ RA % 2 W7 L
TORBERRAEM N ARREAARMCT 7 ! STEl— AR 17 HEFEE T 0 KE S
TiEE Microsofte” X [E ZAA] BE A /& Microsoft HYHE - A o P HY PR Al 5¢ 2= 15 & F 55 ]

B FX o B A struct BYEAF TR MBI REARILE R > FFEEEEHEA
U o R EATEEEEE] struct -
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fRIEERE i_ﬁ‘f%ﬁﬂ&'%%% c B HIHERE o — M IREEBEVERES — A R AL
KRB B A s - XR4Er | HAY

£ Kernighan 5 Pike ZF{EHY ~ The Practice of Programming” [31] XA $ » i {]15ZEk
{4 printf() BV R ET > 479 pack() 5 unpack() > 7] DL &M F X 5 « AR & 45 5] X ey
B0 H B X B pr B T AR TR VA MO S BLAS -

[ The Practice of Programming & B 15 [ 12V 4FF5 » Zeus saves a kitten every time |
recommend it ° ]

R IRIEEEFRHEBMAKADLH BSD LM SEHIES C APl ( BSD-licensed
Typed Parameter Language C API) [32] HY5%f » Al 2 H L KB PR E4L - Python 5 Perl
R R Rt A8 S 4% M 1] 15 = #Y pack() 5 unpack() R4 » HIR5E R EFEHY TS - 0 Java
H—"EEH R E R 2RAEY big-ol' Serializable interface °

AEHMRREEN C ERECE K TE » K&P HEITZEFEH TS5 (variable
argument list) -~ SRIEZE{L printf() (Y &R HIEE - WE RGN A [33] HiZe
DUBEIR T 8 X AR HY AR P i A el B (R HY

[ X B2 2] LAY pack754() BU4L > packi*() @i&ﬂﬁiﬁfﬁiﬁ%@ﬂl htons() ZZ )% -
PRIEENTZE R E—> char 4 (array) fiAZE5S—DEE - ]

#include <ctype.h>
#include <stdarg.h>
#include <string.h>
#include <stdint.h>

#include <inttypes.h>

/1 QR AR S Y A B B
/] WE % AR T 22 )

typedef float float32 t;
typedef double float64 t;

/*
** packil6() -- store a 16-bit int into a char buffer (like htons())
*/
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void packil6(unsigned char *buf, unsigned int 1)
S
1

*buft+ = 1>>8; *buft+ = 1;

/*

** packi32() -- store a 32-bit int into a char buffer (like htonl())

*/

void packi32(unsigned char *buf, unsigned long 1)

{
*buf++ = 1>>24; *buft+ = i>>16;

*pbuf++ = 1>>8; *buft++ = 1;

/*

** unpackil6() -- unpack a 16-bit int from a char buffer (like ntohs())
*/

unsigned int unpackil6(unsigned char *buf)

(
1

return (buf[0]<<8) | buf[1];

/*

** unpacki32() -- unpack a 32-bit int from a char buffer (like ntohl())
*/

unsigned long unpacki32(unsigned char *buf)

{
return (buf[0]<<24) | (buf[1]<<16) | (buf[2]<<8) | buf[3];

/*
** pack() -- store data dictated by the format string in the buffer

kK

** h - 16-bit 1 - 32-bit
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** ¢ - 8-bit char f - float, 32-bit

** s - string (16-bit length is automatically prepended)

*/

int32 t pack(unsigned char *buf, char *format, ...)

{
va_list ap;
intl6_t h;
int32 tl;
int8 tc;
float32 t f;
char *s;

int32 tsize = 0, len;

va_start(ap, format);

for(; *format != "\0'; format++) {
switch(*format) {
case 'h': // 16-bit
size += 2;
h = (intl6_t)va_ arg(ap, int); // promoted
packil6(buf, h);
buf += 2;
break;

case 'l": // 32-bit
size += 4;
1 =va_arg(ap, int32 t);
packi32(buf, 1);
buf += 4;
break;

case 'c': // 8-bit
size += 1;

¢ = (int8 t)va_arg(ap, int); // promoted
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*buft++ = (¢>>0)&0xff;
break;

case 'f": // float
size += 4;
f = (float32 t)va_ arg(ap, double); // promoted
1 = pack754 32(f); // convert to IEEE 754
packi32(buf, I);
buf += 4;
break;

case 's': // string
s = va_arg(ap, char®);
len = strlen(s);
size += len + 2;
packil6(buf, len);
buf += 2;

memcpy(buf, s, len);

buf += len;
break;
h
b
va_end(ap);

return size;
b
/*
** unpack() -- unpack data dictated by the format string into the buffer
*/
void unpack(unsigned char *buf, char *format, ...)
{
va_list ap;

intl6_t *h;
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int32 t *1;
int32 t pf;
int8 t *c;
float32 t *f;
char *s;

int32 t len, count, maxstrlen=0;

va_start(ap, format);

for(; *format !="\0"; format++) {
switch(*format) {
case 'h': // 16-bit
h = va_arg(ap, intl6_t*);
*h = unpackil 6(buf);
buf += 2;
break;

case 'l": // 32-bit
1 = va arg(ap, int32 t*);
*1 = unpacki32(buf);
buf += 4:
break;

case 'c': // 8-bit
c = va_arg(ap, int8 t*);
*c = *buf++;

break;

case 'f': // float
f = va_arg(ap, float32 t*);
pf = unpacki32(buf);
buf += 4;
*f = unpack754 32(pf);
break;
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case 's': // string
s = va_arg(ap, char®);
len = unpackil 6(buf);
buf += 2;
if (maxstrlen > 0 && len > maxstrlen) count = maxstrlen - 1;
else count = len;
memecpy(s, buf, count);
s[count] = "\0";
buf += len;

break;
default:

if (isdigit(*format)) { // track max str len

maxstrlen = maxstrlen * 10 + (*format-'0");

if (lisdigit(*format)) maxstrlen = 0;

——

va_end(ap);
}

AEMZEEHCENRF B AR AR BERFFEAE bugs HYBH - EH B ARV
EERIHERE N LEE > WEAHEXREFhEEED bit (EEFF) -
FE BT B EIE RS - (E R R4S 20 & BB 4P UE 7

el o RS2 » RFC 4506 [35] » the External Data Representation Standard £.227E X T
—ME K Y R AE X o 0 R AR A N BRI N B S [RIGETRESE - WRIRITE
HOEREFREEHE  WENESHRATG - A2 SEEIIR—E ZX M - HEa
BERASWEFREMIID - 20 MAIANNENSTE -

REERE - AR IR IR AR DART - DA R s H B U7 A R A0 G 1 2 Y Y R Tk -
[27] http://en.wikipedia.org/wiki/Internet Relay Chat

[28] http://beej.us/guide/bgnet/examples/pack.c

[29] http://en.wikipedia.org/wiki/IEEE 754
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[30] http://beej.us/guide/bgnet/examples/ieee754.c
[31] http://cm.bell-labs.com/cm/cs/tpop/

[32] http://tpl.sourceforge.net/

[33] http://beej.us/guide/bgnet/examples/pack2.c

7.5. BiEE s F

AEEN BEEENEHEEELD ? UxERENG NS XBRIFSFEEZEIN—1
header (fr=k) > HRARFTHBIA TR EEIERKE  HEHE -

fRHY header FEiERG(TEEIE ?

FH o EMREEMNHREBRIMESE TR T ES T EZA Z # & E -

> s -

Okay » 2553kt > H(TIHIRAE — P HEH SOCK_STREAM M EHMH I KERF - HHEA D
PR A (7 says” ] BT ZAMEFREML KL server:

COWET LUK TR EET

£ H Ay 1k AL u] DAng 2

fRiE] 27 A ATEERE 7

A EHENKEZSEEN - — M " tom” W AFRESW " Hi (B§) " > ifiss—
AU Benjamin (BEZRHT) 7 HYARIBEW © 7 Hey guys whatisup ? (IR | 525 3T IR

g7 )7

AT LIRAE U 2] = B AV 0 2 & > M E 280 send() 25 clients - {REHIAY data stream ( &(#5
L) FEPUXRE

tomHiBenjaminHeyguyswhatisup?

RANXAE » HB client S 401 {a] 128 THUE AT 5 R 46 5 45 - 0E 2
WRREE > 2 UH - HEIEEE RS —& o I 2 =R Z A1 LA

fy sendall() LT 7 » HEXHMZRTH U (bandwidth) | FATH A TEH send() ZEH T
1024 4~ bytes HYEHE » AL FEEF T 7 tome” T 7 Hi" XMEAVHUEK

94




Bt LFR{TTLA /NI By header 5 %0¥E £ 45 #9 £ 25 (encapsulate ) 573 - Client 5 server #JHAI
B A £ 32 (pack ) 5 g £f 3% (unpack ) XEE & [ ABM{EFR S 7 marshal” 5 7 unmarshal
D) MR AN EE R L A E X — 1 (protocol ) » A K 4L client 5 server
e KGR

FEXAT T G ERIEH R RFREEE 8 NIt A N0 FRE - AR EE LA
BidE KEZZAN > ZEEA 128 DFIT o HATE D AKX ME L= FH EHY &
R ER PRI

I.len [ 1 4~ byte  unsigned (£S5 ) J : HIEEHEAKE - i15H 8 4 bytes (VA4
PR o LR IR & ds -

2.name [ 8 /] bytes] : FAP&HE > MRAFE - &R £ NUL -

3. chatdata [n /> bytes) : $#EA S - % 128 bytes o £T3E 6L H7 K 1 N1 1% B LUK o
KR 8 [ LAY name RfrKFE ) SEitE -

AT ERZESR 8 4> bytes 5 128 > bytes KEMEALIE ? R EXHRELBH T >
BVF 0 8 A bytes WIRHYFTRKIME KV T - fRLATLAA 30 4> bytes #Y name A >
HZ o Ra Ll ECRE !

{8 _E AR & HE 61 X > 3B — D EdE el NI BRI AR [ BL hex 5 ASCIL]

0A 74 6F 6D 00 00 00 00 00 48 69
(length) T om (padding) H i

M= REF S :

18 42 65 6E 6A 61 6D 69 6E 48 657920 67 7579 73 20 77 ...
(length) Be n j am 1 n H e vy g uy s W ...

[ K& (length) /ZPL Network Byte Order fi5{F > 28 > FEX BT HE—1 byte> 7
DL HE—KRMNS o e IIEIR 2By — 3 #2250 4E L Network Byte Order i 7%
FEARESEE S - ]

HRG IREIE S - (RN FEE S > S OIATEAY sendall() 5 < > AR A DUATE 2
HRHY LA A A s i o B SR AN E A B 2K = 2 AT LAY send() -

[E R - SRR Z RN - IRFE A IMEEE A o IR B ORE — 0 IR R R ]
fE A =W EIE BV EHE RN E (AT TR =M EE BB R EUCE] 7 18 42 65 6E 6A
C BRI E A reev() 2 ELHL S UL R L o AT E — R — KAV reev()
HE Bt E SEENE -
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AR R 7

$F Y > FATE] DURIE BT R AV EE B e 2 5 HY byte #1E c AN X MEE S ICEHAEL
PR ATE - RO HE & R EIERA/NE 1+ 8+ 128> 2 137 bytes [ N ZETK
fTECEXT ) -

L br _EARAE X 2wl LU P B - ROV IRFIE &8s 2 LK E (length) % > Fr
IR AT LU Y reev() HHUAS &0 (0 & - 8858 - IR A1E 4 AR - IRE =T LG reev()
I IRt o] PLIE B st 35 E R TV EIB B K E [ REEE G 25 EHE ) - BRI E]
TEONEEENEN L - XPTENRAETRAFES - P RUFR— M EEEE X
IR SRR T E R BB Ay &dE - 2= /D H M KHY reev() ©

S NI ERE I reev() > It HI5E IR Z R U R AT B 2 s REHE & - XFERYIE
izl %/ SHEBEAZTX > FRERELEEZEGCE - 32 (R ESUE
T PMEIEENNE > TR TEEAR e B IZEH -

RETREM B2 54 (declare) — /B UMM NG OYFEY] > X 2 /RIEEIE AT A
Bf > fRO] DLEE ¥ Fg (reconstruct) R AVHLTT -

FRARH reev() FEUEHIER - RS MEIE#E THEZHFX (work buffer) #Y& G > FH &
HEEERTE TEE A XPIEIESE RN RER HIEE header AT E WY FEH (
+1 > A header YK EZHBE S length KFNKE ] - HERAXPHVEEKE/NR
1 BEEREAE R > HIEE BN TR o RO TUE N X FE MDA BHAE—D
byte ZIIF - MIRFEHERNE EMNEEERKE -

—HEEEE S BHEW T - RE o DUERiZ Sy A > NMEEEREN - FEMTEZ
BNEMNTIFEP X T B -

BEEE | Are you juggling that in your head yet ?

Y > X EREE WA AR ETEEAE — KA reev() call FREVZEE T — P EIEEAY LS
B> &8s N1 s E  BIRIFNTFEEZA XA — 2B EdEe - LT —
PEFE R — oy | RSB R o ({ERX R B IR Bk R Ay TAF 2% 9 X a] DL
WD EHEERRERAN - Ea K EXMER )

AR header 15515 — P EFEELAVKE - /R A FFEVGER TIEZ P XAVEHER > AT
PUPRET EURH G - F B B TAE R A KA 2 /DR Z BN S (A s B ey J 8B -
SR AA B S8 5 — N EL R o IR AT DUR S — D &dE B RV S e M AR R f X s > IR SR
TABIERRE N AR P XA - AR T T — Y reev()
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(BB EED > LR RS DB DB ES S E 2 Xy L 5 A
B > AR o] LE R IR ZE X (circular buffer) > §LA 75 XA - AR IRIE
ey > A AR — AR S Bk - )

o

il
R

HM AR XARE > IS > A WL XRE R - MRAHEENAZEZSES - ARMEHR
IR I T~ WAE |

7.6. | EEJEH (Broadcast Packet) : Hello World !
FTXH Z&ﬁiE%i’/ﬁTﬁDﬁ‘ﬁ‘”ﬁEU\ eBEIEERH S —aTil - HE  TEFIRT
BE BRI ST - BN MEEZES 21TV

F UDP({ HgE@ UDP>TCP A{T )S5HrAER IPv4> A] LUE S —FROU/E T #%( broadcasting )
HINLE A B - IPVvO R S48 T 6 > At DUIR 06 1 22 5k A ER B & RV R — BF #5 ( multicasting ) »

RS IR SIWTIEX D 2% 7R ERAFAARE  JMAELIZEE 32-bit 1Y
IPv4 i FLiE |

HE - EE N AEMREANER  IRAEEY > i fEIE -

TR AAE R 1R L B A BB Z AT > St E SO_BROADCAST socket #EI » X 5Bl —
PHEESHRI/NERE | s BT EER T Z/DHATT -

A INE WK R BEEAZRERN RS NRET BEEAN ARG ZER A —
F'J:E’J*i?)%‘%ﬂ‘” » HF AR EXENIEE Z XL port ik - R ARG HIBLE

XEHNFEXREERE - 5 —MEN > WEHUWE BEECNYSEM S XER T WY
HLATTERAE [F] — D X I % ( local network ) » ZXAE = 1R 1R 26 FE R i A /0 2 12 Y T.{E - 24 Doom
W BLES > BRA AT W E I MBS AR T B Y R 4

WAE > AIRZ 574 A LU XA R .
F—TF  BENAMRZHAEG?

A AT BER G ? WC0F o — M KT R ELHY VAR S o FTLUE LR ¢ IR
feE ] # ISR H i 4k g ?

AP W8y J70A -
PFEHE £ 45 T MBS (subnet) HYT fEHLHE - BL/ZFF subnet's network ( F RIS EL ) Y
host(i’fﬂ)ﬁB“ﬁ TR 1 2R e HAYREE i 192.168.1.0 [ FKHY netmask
(PUESHEEE ) & 255.255.255.0 > A DA HE Y 2 % — 1> byte Ht/E&FKHY host number [ &
H ik #E netmask - FHij =~ bytes & network number ) o F7 DL I AY % M HE B2
192.168.1.255 « £ Unix J& | - ifconfig 5 < SfRr L S A RX LR - [ WRIKHA
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B HUS R #E a2 B i 5 30& network_number OR (Not netmask) ] < R A LA
FH R O3k R i — A 09 5 =0 R AU T 75 50 98 B 28 B i U P % ( remote network ) -
NN 2 EE T RESs HH ey  router (FREHZS ) B o (WE router XA T4
BEEEFR > BEFEA NI E /NGRS F e #R & X EATHY IR B S KK - )

2. MEEE S 7 global (&) T T R sk o 255.255.255.255 0 N FR
INADDR_BROADCAST » R Z W 288 = HaI M E SIRH network number i#{T AND
bitwise » DLFE Ly RS T AL - (HEH AL 25 R S XM - Routers A= FFX R
AR 2% (forward) Y IRAEY I EE - 88 WHFHY -

Bt DAAN SRR A8 SR 288 ik )T i st aik - (H2 72 H 8B SO_BROADCAST socket #e I i 2=
EREUE 7 4F o FATH ZATHY talker 5 listener KD S 1R - AREE =L E(TERRE -

$ talker 192.168.1.2 foo

sent 3 bytes to 192.168.1.2
$ talker 192.168.1.255 foo
sendto: Permission denied

$ talker 255.255.255.255 foo

sendto: Permission denied

= RAMRMA ... NAEANTZHE & E SO_BROADCAST socket ¥ » K E'E > Atk
BAE IR AT LU sendto() Ry &t ds i B IR AR s AU #th 5 17

FXE X2 UDP NHAERFERNE B ER & - FrAEATN — T IHAY talker [ FH 12
% % E SO BROADCAST socket #ETf o X FEF{IHLAE 8 B broadcaster.c f2F 7 [36]:

/*

** broadcaster.c -- —/ZE{L talker.c HY datagram "client" »
HOESENX DA DT

*/

#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>
#include <errno.h>
#include <string.h>

#include <sys/types.h>

#include <sys/socket.h>
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#include <netinet/in.h>
#include <arpa/inet.h>

#include <netdb.h>

#define SERVERPORT 4950 // Ff 32+ B2y port

int main(int argc, char *argv[])
{
int sockfd;
struct sockaddr_in their_addr; // % £ & 09 Hb bk F9R
struct hostent *he;
int numbytes;

int broadcast = 1;

//char broadcast ='1"; // {5 FHEHXITANEEAHIE > BCHXTT

if (arge '=3) {
fprintf(stderr,"usage: broadcaster hostname message\n");

exit(1);

if ((he=gethostbyname(argv[1])) == NULL) { // H({5 host Hif}
perror("gethostbyname");

exit(1);

if ((sockfd = socket(AF _INET, SOCK_DGRAM, 0)) == -1) {
perror("socket");

exit(1);

/I XA call FhET AL sockfd A DLEET FEEIE 6
if (setsockopt(sockfd, SOL SOCKET, SO BROADCAST, &broadcast,
sizeof broadcast) == -1) {

perror("setsockopt (SO_BROADCAST)");

99




exit(1);

their addr.sin_family = AF_INET; // host byte order
their_addr.sin_port = htons(SERVERPORT); // short, network byte order
their addr.sin_addr = *((struct in_addr *)he->h_addr);

memset(their_addr.sin_zero, "\0', sizeof their_addr.sin_zero);

if ((numbytes=sendto(sockfd, argv[2], strlen(argv[2]), 0,
(struct sockaddr *)&their_addr, sizeof their _addr)) == -1) {
perror("sendto");
exit(1);
b

printf("sent %d bytes to %s\n", numbytes,

inet_ntoa(their_addr.sin_addr));

close(sockfd);
return 0;
}
XA 7 —fEHY” UDP client/server A (B R [EIE ?

#AF D [BRT client A DLZAH T #E4HEE )
E A > P 14kER » HAERE S — P& is{TIHRAY UDP listener 2 /7 » 28 {E 5 — &
(13217 broadcaster » {RNZ A] LA A 217 T -

$ broadcaster 192.168.1.2 foo

sent 3 bytes to 192.168.1.2

$ broadcaster 192.168.1.255 foo
sent 3 bytes to 192.168.1.255

$ broadcaster 255.255.255.255 foo
sent 3 bytes to 255.255.255.255

M AR R % 2 % £ listener [B N i & E LU EIEIE R - [ 405 listener 224 [N - A 582 A
NG EFE IPve Hihk T o KX FE I listener.c §1y AF UNSPEC ik AF _INET - 5% & {5 F
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IPv4 ] -

4 B ANME > RHERER—DWE B S — 5 BIKiE{T listener > FTAR=H MW
PMEAREEEZET > B0V E&F -1 RERE XK #EH 4k K217 broadcaster ...
TR A — K sendto() > {HIZ PN listeners H UL E] T {RAVEIE B - FE0Z |

WA listener UL E| (R B X5 EHVETE - (HABE] UL ZHEIE > 1TgE 2 WA IRA M
Ifi ( local machine ) A B K5 (firewall ) £ 81 7 X a6 - [ Z0Y > #fiff Pat 5 Bapper
BB - AR FAE AT BRSO PR Fp B E B E « FRERIRMT i I E XA 8= 2R
MEXHET » FE - )

PRI EH BEEE—EZ /N0 Ky LAN EHEE & HRED & 38 A B X 2k %
e B ENA A reevirom() $2UT X 25 44 G = 3 Rl B 1> F o od 26 A0 =5 R Y 01 4H
FrLl—EZEE ~ Eah A 6 -

[34] http://beej.us/guide/bgnet/examples/pack2.c
[35] http://tools.ietf.org/html/rfc4506
[36] http://beej.us/guide/bgnet/examples/broadcaster.c
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8. ' DLAY IR

A DA IR BUAE AT header SZ{FUE?
MRV AR A LH XL RAERATZEZEN] - KERFENFIH - EIRE
Windows % » ASEEAR H FEEE #include <winsock.h> -

£ bind() [EI#R” Address already in use” (MHtELFEFHEH T ) B » FIZ EBFE IR ?
R FHEF setsockopt() Y listen fJ socket i%E SO REUSEADDR #tIf - &%
bind() k. select() ETTHY/RH -

RiIZWOAEEGERAE EELHER sockets FIE ?
£ i netstat - 41 T2 % man T > N RE % B A T8 a5 < 5 EE BLS — R
B TR -

$ netstat

BAZ AL routing table (ERER ) U ?

{5 A route d7 < ( 22 ¥(AY Linux &L E4F /sbin JEE [ ) H & netstat -r g < ©

WREAF—EHIK > HIZLAMTET client (F/) 5 server (JrFa) BIFE ? LR
Y B SR A POY R G R NG 2

RIREiE > 2N AL E AL —1 loopback EIAMEE " & &" (device)  XKFH
fir iy kernel ( N#Z ) HEREZ DN [ X NEEORELZ routing table HATHIHAY 7 1lo” Je

BEMELEEZ—DHN" goat” RS > FE— B LT client HHES—PEOEZT

SCrver °

s E B DLEE SimfT server [ 7 server & ) HEFEMIE 1iE/T client o

loopback &£ HYIHEE B 1R ] LLiZ 1T client goat Z client localhost [ [K /" localhost” R
LR E XAEIREY Jete/hosts SR )0 (R AI LLik client 5 server i 75 22 M & o
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BMEZ Ao BT EARES  BE 0T DR R B 12 70 W & BY A 3t i 298 Bim AT | 4FHD !

Bz BB RN TELRWEZETE ?

fRE] AR H R > Ry reev() =K[E 0 -

iz LB —A" ping” THUE ? {+EEE ICMP U ? T UEHEKRIEL KRR
raw socket 5 SOCK RAW HJ¥HKIE ?

R Yt raw socket WY & E &% (0] &Y ®] DL £ W. Richard Stevens HY UNIX Network
Programming A& FHF|ZE ZE - £ > f5¢ Stevens FY UNIX Network Programming {15
fy ping FHIz > AJDLEZL NE [37] -

BZ MR Z BB/ VA connect() HY timeout (FEHET) Y [A/UE ?

AR U —FEAEZE © 7 W. Richard Stevens =25 1R" > A EE VIR H 3 UNIX
Network Programming {{hS [38] Ay /lib/connect nonb.c °

FHFEIREM socket() 17—~ socket descriptor [ &% &y non-blocking ( JEfHZE )-
& F connect() » T @15 — Y £ > conmect() =17 FH R [E -1 FHIF errno B EH N
EINPROGRESS - B & /R 218 A select() 71 B RAHZERY timeout W [A] » L6185 4H (read
and write sets ) HY socket descriptor - 15 select() %A &4 timeout > X F I~ connect()
call L2252 R » BLHF > /R0 1 (5 F getsockopt() i¥'®H SO ERROR #ZF I LLHU{S connect()
call WR[EME » FEEA IR - XMENZEE -

& > ERITGEE socket F R4 LAl - (KA RE M E H R E % & A blocking ([H
FE) -

FEBENE  XE MG A Z LRV P 72 & 82 (connecting ) A [B] 2 7] DL S5 AME S FE 15 -
tE4l « fR O] LUK timeout B [E]5E KL 500 ZF) > FHFAEFR timeout & A B ¥ B R
PREE - ABEXRIFA select() o HIRELIHA T select() B > 3 H timeout T > XK
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HE T 20 X RSB NZRFXDERET

WAL > 55 % Stevens HYRETE3E XL F IR E =B -

FZAMME Windows HIRIEEHEFUE ?

o
iﬁ,
m

B o 1EMPR Windows » Jf %3¢ Linux =¢ BSD - ;-) o AEHY > Lr L HE
T HY [ Windows 2P it i ZEBHIER ) sl LT -

BAZAALE Solaris/SunOS L4 FREFUE ? ERE A HIFN - —HBEHIR |

4 Linker (HEfds ) #IRZENWN Sun RGEAEA=HENG A socket FEFIE - HSFHI
= T HY [ Solaris/SunOS 2 Fr [ BUE B AV ENT ) - A A0 A B R Y R 61 -

AATEE select() —HER signal WHZRUE ?

Signal & & 2 il blocked system call #&X @] -1 > F£F errno % & & EINTR o X4 {K
FH sigaction() & T —~ signal handler ({E 5 ABEIFE ) Bf > RO LLi%E SA RESTART
flag » XA LIAE system call il 2@ EHITHE -

RERNEX A =EXEER -

W B WA R —1 gotor {REAE X ZIEIRAY BRI - Fr DU 3 A M0 !

select restart:

if ((err = select(fdmax+1, &readfds, NULL, NULL, NULL)) == -1) {
if (errno == EINTR) {

/I FA> signal i T HAT > BTELE RS B0

goto select restart;

}
/1 X E A E IR YRR

perror("select");
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}

S EXDBITE > RATREM goto: RETLIAHEHRY structures K] > HZHIA
N goto EEEZHZA -

BREFEMERKAELIEREA reev() Y timeout UE ?
#EH select() ! B 0] LLIE/R YT IELF 2 LAY socket descriptors f5E timeout S - = #&
R DURFEE NI RE A — DN IL AV R & Hp > SR AE -

#include <unistd.h>
#include <sys/time.h>
#include <sys/types.h>

#include <sys/socket.h>

int recvtimeout(int s, char *buf, int len, int timeout)

{
fd_set fds;
int n;

struct timeval tv;

/I % & file descriptor set
FD ZERO(&fds);
FD SET(s, &fds);

/I % E timeout AYETHELE ) struct timeval
tv.tv_sec = timeout;

tv.tv_usec = 0;

/I —HEEF timeout EHUX FEE
n = select(s+1, &fds, NULL, NULL, &tv);
if (n == 0) return -2; // timeout!

if (n == -1) return -1; // error
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/I HE—ERAAEXE - Fr LA —#&HY recv()

return recv(s, buf, len, 0);

/I W recvtimeout() MY R :

n = recvtimeout(s, buf, sizeof buf, 10); // 10 second timeout

if (n==-1) {
1R R
perror("recvtimeout");
}
else if (n ==-2) {
/] %% timeout
} else {
/I M buf Y E]— £ L 35

ESEE 0 recvtimeout() 7 timeout (Y] Fh& iR E -2 > A (FEERZKE 0 I 2 4F
0y > WRARAICE - TR reev() K[E] 0 ERFIARNEEZW TELRW 7 ER -
FrlizROMEE 2 A T » -1 For™ 8iR7 0 FrPAdedEE -2 MOy aY timeout

7N e

WL IR X4 socket DURT I B8 I %% 20 46 0E 2

—Mfa Y0 J7 A2 A SSL (secure sockets layer) » I Xl AL ATEHE T (
417115 2% OpenSSL project [39] ] »

ARSI ELHSE IR E C YR8 8 (compressor) E(fi1% 224t (encryption
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system ) » 2X N G2 R ARV EHE AR BOAE PR 1T SRR IB T IE SR AP BR - B IR DAE AR
J7 A A

1. server M IZ{F 3R EUEE ( 202 (1 BEH J7 )

2. server %/ &4 40HE [ R¥ g XA~ E6 9 )

3. server A send() %k H N & HE

i 55— M2 -

1. client i recv() #EUHN® &9

2. client 1Fh%/fif R 88 (R g X A8 9 )

3. client BHE £ (F [ 2025 ]

WRIRIEZE R SINE - REILHFREDE - :-)

A client & LA server FTHYEN - HUIEAE S —Imdl S 2 F A4 A IeRAE F
EEINEE a2

BT LR FH 3R HY AURS P /s ey 2 A« it i EdE S 2 Mg £ 25 [ 5] send() ] X o [A]
MG T& - FRAE AL B0 B 4w S Y FUhD -

K —EHFFZH " PF_INET" Z{TBEUE ? iR AF_INET ERARIG ?
s Bx % HMTIiES%E socket() E

WZEFEE— server > HILIEEZKH client #Y shell a5 < IFEITaISUE ?
N T AR - AT client HYEFERM connect() » send() PAK close() [ By » &A1& ELH
system calls » client %75 B X ER - )
client HYRAHE 12 2
. F connect() #EFE] server
2. send("/sbin/ls > /tmp/client.out")
3. H close() 2 M %
BB - server IEFESAEEHE BT < ¢
1. accept() client HYZE Pz
2. ] recv(str) FEUTHH < F 1T ER
3. M close() 2 M #%

4. FH system(str) m{Tdn
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ERE ! server =infT S client T E S > B EREME T imin Y shell AR - A0
DUEFEZRRAY server ARV S E15 - B4 © %5 client £ 7 rm -rf ~" &/E
JEFEUE ? X 2R 2 B2 A iE - 52X R |

FRUARFEEIH T > IR @ % client (EF{EMEEAY T A - EE4 foobar T H

if (!strncmp(str, "foobar", 6)) {
sprintf(sysstr, "%s > /tmp/server.out", str);
system(sysstr);

}

|

TR A e 0 2 FE  WR client Fi A 7 foobar; rm -rf ~” Ifg ?
HZENTARE -G Moo PN IEEREFFRmmEEDS 7\ ) F5F
(R EEHIE > BEEZES -

WRAT L > 24 server HARIETT client X RHYIRPEHT » 224 (security ) &[0 -

WIETEBE AR BEDE - T2 YE reev() B » BE—RHEULE] 536 bytes E 1460 bytes o A
BANRKAERE MG ZIT > ERME— KRR E ML E - X2 EFEEEIE ?
{REEEHY & MTU » B physical medium ( #J##{& ) BEAABRAY A R R ST » fE AR Mg E 0 R
Y /Z loopback % & » EA[LISAHE 8K E(HE L& HE %A M@ - HZ4E Ethernet ( LA
) B R AR 1500 bytes [ 5 header )0 fRALE] X DRG] o ZE 2 modem HYiF > MTU 2
576 bytes [ —#% » A header ) 1 T LE B ARAY R -

IR0 U A 25 = B A EE © (A1 171825 sendall() p&HYSL S5 ) — BARAHIA > B
AR LR AL A H A reev() > EEIUCE 2 B8 AY &8 -

N B 2% B A reev() SRBEUL S BEEIE B AV - 1B FHEIEE 32 2 T (Son of Data

Encapsulation) — 77 o

FHBIE Windows &4 > B IKEHA fork() system call B (E{[HY struct sigaction |
LA > & EBEITIE ?
WERIRF N EENIENE » Ef]1&1E POSIX EFEE » XPSBEEIMNEIFS T -
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RN ANFZH Windows R4 FTLIRER TERIZIR » R AL Fid S Microsoft A —
™ POSIX #HAEE > MHEEFH fork() - [ MEEESH sigaction o )

£ VCH T8 S 7 fork” = 7 POSIX” » BEREGAELITERR -

WERXFE—SEEHAH > &4 fork()/sigaction XEEZEPY » A Win32 &4 iy R
Hi : CreateProcess() ° T R 417 EBE F| CreateProcess() * B H ZWE R ENSE > Rt
£ VC++ WHERIFPNIZ ] IR EEFEERE -

EAEFKEE (firewall) R > BOZAO LR KIS ARE B 1P ik - b {TH
DA% 82 20 E Y HR R UE 2

0 RE R ML >[5 K BE Y H Y 2 2R 1k B K B8 A1 1 B A G BB K R L A FL K - BT BAOR
B AT REAR ES WA B L2 -

B R EWTE2RT BA—"1T7E IR LLUE o B K 85 T 1Y #£ 1T connect() » 415
B K BE E f5E H HE AR (b 25 (masquerading ) 2 NAT B ZEPIAY 50 - IRRBILEF —HEM
s biERE > INEARBENL 2RI -

WR XA AZRGEE - IR A DLE R R G E B AR KT —>/INE Chole) » ik A{TH]
DUEERE IR » FoKEE o] DUE D NAT BRfFEC proxy (fRE) sSSLIHY 5 74 R & &1

Naz

AN

ped
&
O

=

TR > A ENSOKE Y — S/ NE B UG o IR0 AU TR IR = O A SRk A B
W5 AIERARE R T U L Y M R i i B R R -
AEILMA ARG EE A LS 5-)

RiZ EBE packet sniffer g ? TREEBFENFILA Ethernet interface & &N

promiscuous mode (JEZME, ) UE ?

XEREEEREDEN - HM-RIKEN" promiscuous mode” I - T & 7% 4 B 0V £ 95
BEFRG > MAREMIERXGRMVEEGME - ( WITX BIRWZE Ethernet FHY

ouk > foARE 1P dhuk o B2 R ethernet ZAE IP JKE » FrAREHY 1P Mk iR E#0

=k - fNESE BEERSMEEHEIL™ —T77 ).
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X packet sniffer #I{T iz (EAVER » BNMK%E N promiscuous mode > #i%E OS &L
2T & NEIE - IReA — 0 DU SR AU IE 1y F AP 20 5] socket -

ZLFERH XA RN EERFEMSE > AT WRIKHEEE Google #F - fi40 :

" windows promiscuous ioctl” -+ {RECIF=AEFAHL T E] - BFEKER Linux Journal [40]
PER — R -

HIZLMMA TCP B UDP socket #E—HITH timeout {EHUE ?

XN RARE R g E » IR AAER E#8F SO_RCVTIMEO 5 SO_SNDTIMEO [ A
1 setsockopt() ) © B E Z G IRHI AT H L FFXFEAIIIRE -

Linux man F{f} 72X {E H alarm() = setitimer() {E &5 -

BEAN B FIHE L ports T LIFEHUE ? A" EJF~ H port numbers Ig ?
BEXAZAMRB > WRIFIEESE webserver XN » AUBEEIRAIVEFEM port
80 ENFFE - WHRMAREES HCH server » HIEERENLEEE — 1 port [ R AH
1023 ] 23 EE -

W port ELFEERAT > RS EZE bind() B2 %" Address already inuse” 512 - %t
o — port- [ FIH config FoE L {FEian 1TS54 LRV H P aEfE & port /E
NARFERYREL ) -

H—/E JjHJ portnubmer[41] % > F Internet Assigned Numbers Authority ( IANA ) fi7 4
Y - FERPHY ports [ 1023 ) HFAURIMABREMEM - tban > Id BfF#y DOOM R
" mdqs”  FH—FEHY port REIE(MEE  SEENE /A — SV & LA AN EIRE-
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[37] http:// www.unpbook.com/src.html

[38] http://www.unpbook.com/src.html

[39] http:// www.openssl.org/

[40] http://interactive.linuxjournal.com/article/4659

[41] http://www.iana.org/assignments/port-numbers
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9. Man Ffi

9.1. accept()

P77 M listening socket 1Y% #7
BRy %57 [ &Y

#include <sys/types.h>I;

#include <sys/socket.h>

int accept(int s, struct sockaddr *addr, socklen t *addrlen);

Wi B

— H K58 HL S SOCK _STREAM socket 3 socket 1% B 4 0] DL K listen() 1Y &
B BEEIRBLEE A accept() ik H CREHUE — P HrHY socket descriptor » {7 1% 2% 5 5 1%
B client By ©

JRARI K listen HY socket {JAMLELZME » HHEFERIM KN - —HZ M accept() call
KPR AZ Y ERE -

S listen() “FffJ socket descriptor °
addr X HAE AELEIRXER client Mgl -

XHEZEA addr Z40PEERVEIEEAR/N o GERIFHE (RAIE —E S UEIRYE struct
sockaddr_in » {JA] DUBLORES X PN SA - RV IRIAZ Y addr BU5] -

addrlen

accept() ¥ H 2= block (M8 ) » MK 7 DL FH select() = 4 HU 15 listen 1 HY socket
descriptor K& » ##& socket F A HLLE A (ready toread) o Z5 My gL A 3 - NIFRRAH
1Y 3 P2 IE1E %5 15 %% accept() | 55— DN &/ listen FHY socket A fentl() &% &
O NONBLOCK flag » ZR1%& listen HHY socket descriptor FE-f<#EEE block » &% [H -
1> 35 errno % E S EWOULDBLOCK -

HH accept() & [E[#Y socket descriptor F IR LAY socket descriptor > F )5 FH 5 iz I E ML
ERFE - WERIREE RS client AYIERE > HLITH close() o= M4 -
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X [E]{E
accept() 1% B E B2V socket descriptor » £EIRET(Z[E] -1 > R errno B EHELAYHE -

Bl

struct sockaddr_storage their_addr;
socklen t addr_size;
struct addrinfo hints, *res;

int sockfd, new_fd;

/I 5 ER getaddrinfo() HEAFHbEZ5 Y -

memset(&hints, 0, sizeof hints);

hints.ai_family = AF_ UNSPEC; // [ IPv4 ¢ IPv6 » &n] L)
hints.ai_socktype = SOCK_STREAM;

hints.ai flags = Al PASSIVE; // #; FHEF iy 1P
getaddrinfo(NULL, MYPORT, &hints, &res);

/] I — socket ~ bind B FN'E HT{T listen :

sockfd = socket(res->ai_family, res->ai_socktype, res->ai_protocol);
bind(sockfd, res->ai_addr, res->ai_addrlen);

listen(sockfd, BACKLOG);

/1 BLAE % 52 it AT E B

addr_size = sizeof their_addr;

new_fd = accept(sockfd, (struct sockaddr *)&their addr, &addr_size);

/I £S5 socket descriptor new fd ;% |

25

112




socket(), getaddrinfo(), listen(), struct sockaddr_in

PUR AR F 3k -
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9.2. bind()

Associate a socket with an [P address and port number

Prototypes

#include <sys/types.h>
#include <sys/socket.h>

int bind(int sockfd, struct sockaddr *my addr, socklen t addrlen);

Description

When a remote machine wants to connect to your server program, it needs two pieces of
information: the [P address and the port number. The bind() call allows you to do just that.
First, you call getaddrinfo() to load up a struct sockaddr with the destination address and port
information. Then you call socket() to get a socket descriptor, and then you pass the socket and
address into bind(), and the IP address and port are magically (using actual magic) bound to
the socket!

If you don't know your IP address, or you know you only have one IP address on the machine,
or you don't care which of the machine's IP addresses is used, you can simply pass the
Al PASSIVE flag in the hints parameter to getaddrinfo(). What this does is fill in the IP
address part of the struct sockaddr with a special value that tells bind() that it should
automatically fill in this host's IP address.

What what? What special value is loaded into the struct sockaddr's IP address to cause it to
auto-fill the address with the current host? I'll tell you, but keep in mind this is only if you're
filling out the struct sockaddr by hand; if not, use the results from getaddrinfo(), as per above.
In IPv4, the sin_addr.s_addr field of the struct sockaddr in structure is set to INADDR ANY.
In IPv6, the sin6_addr field of the struct sockaddr_in6 structure is assigned into from the global
variable in6addr _any. Or, if you're declaring a new struct in6_addr, you can initialize it to
IN6ADDR_ANY INIT.

Lastly, the addrlen parameter should be set to sizeof my_addr.

Return Value

Returns zero on success, or -1 on error (and errno will be set accordingly.)

Example
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// modern way of doing things with getaddrinfo()

struct addrinfo hints, *res;

int sockfd;

/1 first, load up address structs with getaddrinfo():
memset(&hints, 0, sizeof hints);

hints.ai_family = AF_UNSPEC; // use IPv4 or IPv6, whichever
hints.ai_socktype = SOCK_STREAM;

hints.ai_flags = Al _PASSIVE; // fill in my IP for me
getaddrinfo(NULL, "3490", &hints, &res);

// make a socket:

/! (you should actually walk the "res" linked list and error-check!)
sockfd = socket(res->ai_family, res->ai_socktype, res->ai_protocol);
// bind it to the port we passed in to getaddrinfo():
bind(sockfd, res->ai_addr, res->ai_addrlen);

/I example of packing a struct by hand, IPv4

struct sockaddr_in myaddr;

int s;

myaddr.sin_family = AF_INET;

myaddr.sin_port = htons(3490);

// ' you can specify an IP address:

inet_pton(AF _INET, "63.161.169.137", &(myaddr.sin_addr));
// or you can let it automatically select one:
myaddr.sin_addr.s addr = INADDR_ANY;

s = socket(PF_INET, SOCK _STREAM, 0);

bind(s, (struct sockaddr*)&myaddr, sizeof myaddr);

See Also

getaddrinfo(), socket(), struct sockaddr_in, struct in_addr
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9.3. connect()

Connect a socket to a server

Prototypes

#include <sys/types.h>
#include <sys/socket.h>
int connect(int sockfd, const struct sockaddr *serv_addr,

socklen t addrlen);

Description

Once you've built a socket descriptor with the socket() call, you can connect() that socket to a
remote server using the well-namedconnect() system call. All you need to do is pass it the
socket descriptor and the address of the server you're interested in getting to know better. (Oh,
and the length of the address, which is commonly passed to functions like this.)

Usually this information comes along as the result of a call to getaddrinfo(), but you can fill
out your own struct sockaddr if you want to.

If you haven't yet called bind() on the socket descriptor, it is automatically bound to your IP
address and a random local port. This is usually just fine with you if you're not a server, since
you really don't care what your local port is; you only care what the remote port is so you can
put it in the serv_addr parameter. You can call bind() if you really want your client socket to
be on a specific IP address and port, but this is pretty rare.

Once the socket is connect()ed, you're free to send() and recv() data on it to your heart's
content.

Special note: if you connect() a SOCK DGRAM UDP socket to a remote host, you can
use send() and recv() as well as sendto() andrecvfrom(). If you want.

Return Value

Returns zero on success, or -1 on error (and errno will be set accordingly.)

Example

// connect to www.example.com port 80 (http)
struct addrinfo hints, *res;

int sockfd;
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/I first, load up address structs with getaddrinfo():

memset(&hints, 0, sizeof hints);

hints.ai_family = AF_UNSPEC; // use IPv4 or IPv6, whichever
hints.ai_socktype = SOCK_STREAM;

/I we could put "80" instead on "http" on the next line:
getaddrinfo("www.example.com", "http", &hints, &res);

// make a socket:

sockfd = socket(res->ai_family, res->ai_socktype, res->ai_protocol);
/I connect it to the address and port we passed in to getaddrinfo():

connect(sockfd, res->ai_addr, res->ai_addrlen);

See Also
socket(), bind()
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9.4. close()

Close a socket descriptor

Prototypes

#include <unistd.h>

int close(int s);

Description

After you've finished using the socket for whatever demented scheme you have concocted and
you don't want to send() or recv() or, indeed, do anything else at all with the socket, you
can close() it, and it'll be freed up, never to be used again.

The remote side can tell if this happens one of two ways. One: if the remote side calls recv(),
it will return 0. Two: if the remote side callssend(), it'll receive a signal SIGPIPE
and send() will return -1 and errno will be set to EPIPE.

Windows users: the function you need to use is called closesocket(), not close(). If you try to
use close() on a socket descriptor, it's possible Windows will get angry... And you wouldn't like
it when it's angry.

Return Value

Returns zero on success, or -1 on error (and errno will be set accordingly.)

Example

s = socket(PF_INET, SOCK_DGRAM, 0);

// a whole lotta stuff...*BRRRONNNN!*

close(s); // not much to it, really.

See Also

socket(), shutdown()
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9.5. getaddrinfo(), freeaddrinfo(), gai_strerror()

Get information about a host name and/or service and load up a struct sockaddr with the
result.

Prototypes

#include <sys/types.h>
#include <sys/socket.h>
#include <netdb.h>
int getaddrinfo(const char *nodename, const char *servname,
const struct addrinfo *hints, struct addrinfo **res);
void freeaddrinfo(struct addrinfo *ai);
const char *gai_strerror(int ecode);
struct addrinfo {
int ai_flags; // Al PASSIVE, Al CANONNAME, ...
int ai_family; // AF _xxx
int ai_socktype; // SOCK xxx
int ai_protocol; // 0 (auto) or IPPROTO_TCP, IPPROTO_UDP
socklen t ai_addrlen; // length of ai_addr
char *ai_canonname; // canonical name for nodename
struct sockaddr *ai_addr; // binary address

struct addrinfo *ai_next; // next structure in linked list

}s

Description

getaddrinfo() is an excellent function that will return information on a particular host name
(such as its IP address) and load up a struct sockaddr for you, taking care of the gritty details
(like if it's IPv4 or IPv6.) It replaces the old
functions gethostbyname() andgetservbyname().The description, below, contains a lot of
information that might be a little daunting, but actual usage is pretty simple. It might be worth
it to check out the examples first.

The host name that you're interested in goes in the nodename parameter. The address can be
either a host name, like “www.example.com”, or an IPv4 or IPv6 address (passed as a string).
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This parameter can also be NULL if you're using the Al PASSIVE flag (see below.)

The servname parameter is basically the port number. It can be a port number (passed as a string,
like “80”), or it can be a service name, like “http” or “tftp” or “smtp” or “pop”, etc. Well-known
service names can be found in the IANA Port List42 or in your /etc/services file.

Lastly, for input parameters, we have hints. This is really where you get to define what
the getaddinfo() function is going to do. Zero the whole structure before use with memset().
Let's take a look at the fields you need to set up before use.

The ai_flags can be set to a variety of things, but here are a couple important ones. (Multiple
flags can be specified by bitwise-ORing them together with the | operator.) Check your man
page for the complete list of flags.

Al CANONNAME causes the ai canonname of the result to the filled out with the host's
canonical (real) name. AI PASSIVE causes the result's IP address to be filled out with
INADDR_ANY (IPv4)or in6addr_any (IPv6); this causes a subsequent call to bind() to auto-
fill the IP address of the struct sockaddr with the address of the current host. That's excellent
for setting up a server when you don't want to hardcode the address.

If you do use the AI PASSIVE, flag, then you can pass NULL in the nodename
(since bind() will fill it in for you later.)

[42] http://www.iana.org/assignments/port-numbers

Continuing on with the input paramters, you'll likely want to set ai_family to AF_UNSPEC
which tells getaddrinfo() to look for both IPv4 and IPv6 addresses. You can also restrict
yourself to one or the other with AF_INET or AF_INET6.

Next, the socktype field should be set to SOCK _STREAM or SOCK DGRAM, depending on
which type of socket you want.

Finally, just leave ai_protocol at 0 to automatically choose your protocol type.

Now, after you get all that stuff in there, you can finally make the call to getaddrinfo()!

Of course, this is where the fun begins. The res will now point to a linked list of struct addrinfos,
and you can go through this list to get all the addresses that match what you passed in with the
hints.

Now, it's possible to get some addresses that don't work for one reason or another, so what the
Linux man page does is loops through the list doing a call
to socket() and connect() (or bind() if you're setting up a server with the AI PASSIVE flag)

until it succeeds.
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Finally, when you're done with the linked list, you need to call freeaddrinfo() to free up the
memory (or it will be leaked, and Some People will get upset.)

Return Value

Returns zero on success, or nonzero on error. If it returns nonzero, you can use the

function gai_strerror() to get a printable version of the error code in the return value.

Example

// code for a client connecting to a server
// namely a stream socket to www.example.com on port 80 (http)
/! either IPv4 or IPv6
int sockfd;
struct addrinfo hints, *servinfo, *p;
int rv;
memset(&hints, 0, sizeof hints);
hints.ai_family = AF_UNSPEC; // use AF_INET6 to force IPv6
hints.ai_socktype = SOCK_STREAM;
if ((rv = getaddrinfo("www.example.com", "http", &hints, &servinfo)) != 0) {
fprintf(stderr, "getaddrinfo: %s\n", gai_strerror(rv));
exit(1);
h
// loop through all the results and connect to the first we can
for(p = servinfo; p != NULL; p = p->ai_next) {
if ((sockfd = socket(p->ai_family, p->ai_socktype,
p->ai_protocol)) == -1) {
perror("socket");
continue;
b
if (connect(sockfd, p->ai_addr, p->ai_addrlen) == -1) {
close(sockfd);
perror("connect");

continue;
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break; // if we get here, we must have connected successfully
h
if (p == NULL) {
// looped off the end of the list with no connection
fprintf(stderr, "failed to connect\n");
exit(2);
h
freeaddrinfo(servinfo); // all done with this structure
// code for a server waiting for connections
// namely a stream socket on port 3490, on this host's IP
/I either IPv4 or IPv6.
int sockfd;
struct addrinfo hints, *servinfo, *p;
int rv;
memset(&hints, 0, sizeof hints);
hints.ai_family = AF_UNSPEC; // use AF_INET6 to force IPv6
hints.ai_socktype = SOCK_STREAM;
hints.ai_flags = Al PASSIVE; // use my IP address
if ((rv = getaddrinfo(NULL, "3490", &hints, &servinfo)) !=0) {
fprintf(stderr, "getaddrinfo: %s\n", gai_strerror(rv));
exit(1);
h
// loop through all the results and bind to the first we can
for(p = servinfo; p != NULL; p = p->ai_next) {
if ((sockfd = socket(p->ai_family, p->ai_socktype,
p->ai_protocol)) == -1) {

perror("socket");

continue;

h

if (bind(sockfd, p->ai_addr, p->ai_addrlen) == -1) {
close(sockfd);
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perror("bind");
continue;

}

break; // if we get here, we must have connected successfully
h
if (p == NULL) {

// looped off the end of the list with no successful bind

fprintf(stderr, "failed to bind socket\n");

exit(2);
h

freeaddrinfo(servinfo); // all done with this structure

See Also

gethostbyname(), getnameinfo()
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9.6. gethostname()

Returns the name of the system

Prototypes

#include <sys/unistd.h>

int gethostname(char *name, size t len);

Description

Your system has a name. They all do. This is a slightly more Unixy thing than the rest of the
networky stuff we've been talking about, but it still has its uses.

For instance, you can get your host name, and then call gethostbyname() to find out your IP
address.

The parameter name should point to a buffer that will hold the host name, and len is the size of
that buffer in bytes. gethostname() won't overwrite the end of the buffer (it might return an
error, or it might just stop writing), and it will NUL-terminate the string if there's room for it
in the buffer.

Return Value

Returns zero on success, or -1 on error (and errno will be set accordingly.)

Example

char hostname[128];
gethostname(hostname, sizeof hostname);

printf("My hostname: %s\n", hostname);

See Also

gethostbyname()
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9.7. gethostbyname(), gethostbyaddr()

Get an IP address for a hostname, or vice-versa

Prototypes

#include <sys/socket.h>
#include <netdb.h>
struct hostent *gethostbyname(const char *name); / DEPRECATED!

struct hostent *gethostbyaddr(const char *addr, int len, int type);

Description

PLEASE NOTE: these two functions are superseded by getaddrinfo() and getnameinfo()! In

particular, gethostbyname() doesn't work well with [Pv6.

These functions map back and forth between host names and IP addresses. For instance, if you
have “www.example.com”, you can use gethostbyname() to get its I[P address and store it in a

struct in_addr.

Conversely, if you have a struct in_addr or a struct in6_addr, you can use gethostbyaddr() to
get the hostname back. gethostbyaddr() is IPv6 compatible, but you should use the newer

shinier getnameinfo() instead.

(If you have a string containing an I[P address in dots-and-numbers format that you want to look

up the hostname of, you'd be better off using getaddrinfo() with the Al CANONNAME flag.)

gethostbyname() takes a string like “www.yahoo.com”, and returns a struct hostent which
contains tons of information, including the IP address. (Other information is the official host
name, a list of aliases, the address type, the length of the addresses, and the list of addresses—
it's a general-purpose structure that's pretty easy to use for our specific purposes once you see

how.)

gethostbyaddr() takes a struct in_addr or struct in6_addr and brings you up a corresponding

host name (if there is one), so it's sort of the reverse of gethostbyname(). As for parameters,
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even though addr is a char*, you actually want to pass in a pointer to a struct in_addr. len should
be sizeof(struct in_addr), and type should be AF _INET. So what is this struct hostent that gets

returned? It has a number of fields that contain information about the host in question.

char *h_name The real canonical host name.

char **h_aliases A list of aliases that can be accessed with arrays—the last element is NULL.
int h_addrtype The result's address type, which really should be AF_INET for our purposes.
int length The length of the addresses in bytes, which is 4 for IP (version 4) addresses.

. A list of IP addresses for this host. Although this is a char®**, it's really an array of
char **h_addr list ) . .
struct in_addr*s in disguise. The last array element is NULL.

h add A commonly defined alias for h_addr list[0]. If you just want any old IP address for
addr
- this host (yeah, they can have more than one) just use this field.

Return Value

Returns a pointer to a resultant struct hostent or success, or NULL on error.

Instead of the normal perror() and all that stuff you'd normally use for error reporting, these
functions have parallel results in the variable h errno, which can be printed using the
functions herror() or hstrerror(). These work just like the classic errno, perror(),
and strerror()functions you're used to.

Example

// THIS IS A DEPRECATED METHOD OF GETTING HOST NAMES

// use getaddrinfo() instead!

#include <stdio.h>

#include <errno.h>

#include <netdb.h>

#include <sys/types.h>

#include <sys/socket.h>

#include <netinet/in.h>

#include <arpa/inet.h>

int main(int argc, char *argv([])

{
int 1i;

struct hostent *he;
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struct in_addr **addr_list;
if (arge 1= 2) {
fprintf(stderr,"usage: ghbn hostname\n");
return 1;
b
if ((he = gethostbyname(argv[1])) == NULL) { // get the host info
herror("gethostbyname");
return 2;
b
// print information about this host:
printf("Official name is: %s\n", he->h_name);
printf(" IP addresses: ");
addr_list = (struct in_addr **)he->h_addr_list;
for(i = 0; addr_list[i] != NULL; i++) {
printf("%s ", inet_ntoa(*addr list[i]));
b
printf("\n");
return 0;
h
// THIS HAS BEEN SUPERCEDED
// use getnameinfo() instead!
struct hostent *he;
struct in_addr ipv4addr;
struct in6_addr ipv6addr;
inet _pton(AF _INET, "192.0.2.34", &ipv4addr);
he = gethostbyaddr(&ipv4addr, sizeof ipv4addr, AF_INET);
printf("Host name: %s\n", he->h_name);
inet _pton(AF _INET6, "2001:db8:63b3:1::beef", &ipvbaddr);
he = gethostbyaddr(&ipv6addr, sizeof ipv6addr, AF_INET6);

printf("Host name: %s\n", he->h_name);

See Also
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getaddrinfo(), getnameinfo(), gethostname(), errno, perror(), strerror(), struct in_addr
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9.8. getnameinfo()

Look up the host name and service name information for a given struct sockaddr.

Prototypes

#include <sys/socket.h>

#include <netdb.h>

int getnameinfo(const struct sockaddr *sa, socklen t salen,
char *host, size t hostlen,

char *serv, size t servlen, int flags);

Description

This function is the opposite of getaddrinfo(), that is, this function takes an already loaded
struct sockaddr and does a name and service name lookup on it. It replaces the
old gethostbyaddr() and getservbyport() functions.

You have to pass in a pointer to a struct sockaddr (which in actuality is probably a struct
sockaddr_in or struct sockaddr_in6 that you've cast) in the sa parameter, and the length of that
struct in the salen.

The resultant host name and service name will be written to the area pointed to by the host and
serv parameters. Of course, you have to specify the max lengths of these buffers in hostlen and
servlen.

Finally, there are several flags you can pass, but here a a couple good ones. NI NOFQDN will
cause the host to only contain the host name, not the whole domain name. NI NAMEREQD
will cause the function to fail if the name cannot be found with a DNS lookup (if you don't
specify this flag and the name can't be found, getnameinfo() will put a string version of the IP
address in host instead.)

As always, check your local man pages for the full scoop.

Return Value

Returns zero on success, or non-zero on error. If the return value is non-zero, it can be passed
to gai_strerror() to get a human-readable string. See getaddrinfo for more information.

Example

struct sockaddr _in6 sa; // could be IPv4 if you want

char host[1024];
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char service[20];

/I pretend sa is full of good information about the host and port...
getnameinfo(&sa, sizeof sa, host, sizeof host, service, sizeof service, 0);
printf(" host: %s\n", host); // e.g. "www.example.com"

printf("service: %s\n", service); // e.g. "http"

See Also
getaddrinfo(), gethostbyaddr()
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9.9. getpeername()

Return address info about the remote side of the connection

Prototypes

#include <sys/socket.h>

int getpeername(int s, struct sockaddr *addr, socklen t *len);

Description

Once you have either accept()ed a remote connection, or connect()ed to a server, you now have
what is known as a peer. Your peer is simply the computer you're connected to, identified by an
IP address and a port. So...

getpeername() simply returns a struct sockaddr_in filled with information about the machine
you're connected to.

Why is it called a "name"? Well, there are a lot of different kinds of sockets, not just Internet
Sockets like we're using in this guide, and so "name" was a nice generic term that covered all
cases. In our case, though, the peer's "name" is it's [P address and port.

Although the function returns the size of the resultant address in len, you must preload len with
the size of addr.

Return Value

Returns zero on success, or -1 on error (and errno will be set accordingly.)

Example

// assume s is a connected socket
socklen t len;
struct sockaddr storage addr;
char ipstr[INET6 _ADDRSTRLEN];
int port;
len = sizeof addr;
getpeername(s, (struct sockaddr®)&addr, &len);
// deal with both IPv4 and IPv6:
if (addr.ss_family == AF_INET) {
struct sockaddr_in *s = (struct sockaddr_in *)&addr;

port = ntohs(s->sin_port);
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inet_ntop(AF _INET, &s->sin_addr, ipstr, sizeof ipstr);
} else { // AF_INET6

struct sockaddr_in6 *s = (struct sockaddr_in6 *)&addr;

port = ntohs(s->sin6_port);

inet ntop(AF_INET6, &s->sin6_addr, ipstr, sizeof ipstr);

h

printf("Peer IP address: %s\n", ipstr);
printf("Peer port : %d\n", port);
See Also

gethostname(), gethostbyname(), gethostbyaddr()
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9.10. errno

Holds the error code for the last system call

Prototypes

#include <errno.h>

int errno;

Description

This is the variable that holds error information for a lot of system calls. If you'll recall, things
like socket() and listen() return -1 on error, and they set the exact value of errno to let you
know specifically which error occurred.

The header file errno.h lists a bunch of constant symbolic names for errors, such as
EADDRINUSE, EPIPE, ECONNREFUSED, etc. Your local man pages will tell you what codes
can be returned as an error, and you can use these at run time to handle different errors in
different ways.

Or, more commonly, you can call perror() or strerror() to get a human-readable version of the
error.

One thing to note, for you multithreading enthusiasts, is that on most systems errno is defined
in a threadsafe manner. (That is, it's not actually a global variable, but it behaves just like a
global variable would in a single-threaded environment.)

Return Value

The value of the variable is the latest error to have transpired, which might be the code for
"success" if the last action succeeded.

Example

s = socket(PF_INET, SOCK _STREAM, 0);
if (s ==-1) {
perror("socket"); // or use strerror()
§
tryagain:
if (select(n, &readfds, NULL, NULL) == -1) {
// an error has occurred!!

/I if we were only interrupted, just restart the select() call:
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}

if (errno == EINTR) goto tryagain;
// otherwise it's a more serious error:
perror("select");

exit(1);

/I AAAA!

goto!!!

See Also

perror(), strerror()
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9.11. fentl()

Control socket descriptors

Prototypes

#include <sys/unistd.h>
#include <sys/fentl.h>

int fentl(int s, int cmd, long arg);

Description

This function is typically used to do file locking and other file-oriented stuff, but it also has a
couple socket-related functions that you might see or use from time to time.

Parameter s is the socket descriptor you wish to operate on, cmd should be set to F SETFL,
and arg can be one of the following commands. (Like I said, there's more to fcntl() than I'm

letting on here, but I'm trying to stay socket-oriented.)

O NONBLOCK Set the socket to be non-blocking. See the section on blocking for more
details.

O _ASYNC Set the socket to do asynchronous I/O. When data is ready to be recv()'d
on the socket, the signal SIGIO will be raised. This is rare to see, and beyond the scope of the

guide. And I think it's only available on certain systems.

Return Value

Returns zero on success, or -1 on error (and errno will be set accordingly.)

Different uses of the fcntl() system call actually have different return values, but I haven't
covered them here because they're not socket-related. See your local fcntl() man page for
more information.

Example

int s = socket(PF_INET, SOCK _STREAM, 0);
fentl(s, F_ SETFL, O NONBLOCK); // set to non-blocking
fentl(s, F_ SETFL, O_ASYNC); // set to asynchronous 1/O

See Also
Blocking, send()
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9.12. htons(), htonl(), ntohs(), ntohl()

Convert multi-byte integer types from host byte order to network byte order

Prototypes

#include <netinet/in.h>

uint32 t htonl(uint32 t hostlong);
uint16_t htons(uint16_t hostshort);
uint32 t ntohl(uint32 t netlong);

uintl6_t ntohs(uintl6_t netshort);

Description

Just to make you really unhappy, different computers use different byte orderings internally for
their multibyte integers (i.e. any integer that's larger than a char.) The upshot of this is that if
you send() a two-byte short int from an Intel box to a Mac (before they became Intel boxes, too,
I mean), what one computer thinks is the number 1, the other will think is the number 256, and
vice-versa.

The way to get around this problem is for everyone to put aside their differences and agree that
Motorola and IBM had it right, and Intel did it the weird way, and so we all convert our byte
orderings to "big-endian" before sending them out. Since Intel is a "little-endian" machine, it's
far more politically correct to call our preferred byte ordering "Network Byte Order". So these
functions convert from your native byte order to network byte order and back again.

(This means on Intel these functions swap all the bytes around, and on PowerPC they do nothing
because the bytes are already in Network Byte Order. But you should always use them in your
code anyway, since someone might want to build it on an Intel machine and still have things
work properly.)

Note that the types involved are 32-bit (4 byte, probably int) and 16-bit (2 byte, very likely
short) numbers. 64-bit machines might have a htonll() for 64-bit ints, but I've not seen it. You'll
just have to write your own.

Anyway, the way these functions work is that you first decide if you're converting from host
(your machine's) byte order or from network byte order. If "host", the the first letter of the
function you're going to call is "h". Otherwise it's "n" for "network". The middle of the function
name is always "to" because you're converting from one "to" another, and the penultimate letter
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shows what you're converting to. The last letter is the size of the data, "s" for short, or "1" for

long. Thus:

htons() host to network short
htonl() host to network long
ntohs() network to host short

ntohl() network to host long

Return Value
Each function returns the converted value.

Example

uint32 t some long = 10;

uintl6_t some_short = 20;

uint32 t network byte order;

// convert and send

network byte order = htonl(some long);

send(s, &network byte order, sizeof(uint32 t), 0);
some_short == ntohs(htons(some_short)); // this expression is

true
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9.13. inet_ntoa(), inet_aton(), inet_addr

Convert IP addresses from a dots-and-number string to a struct in_addr and back

Prototypes

#include <sys/socket.h>

#include <netinet/in.h>

#include <arpa/inet.h>

/I ALL THESE ARE DEPRECATED! Use inet pton() or inet ntop() instead!!
char *inet ntoa(struct in_addr in);

int inet_aton(const char *cp, struct in_addr *inp);

in_addr_t inet addr(const char *cp);

Description

These functions are deprecated because they don't handle IPv6!
Use inet_ntop() or inet_pton() instead! They are included here because they can still be found
in the wild.

All of these functions convert from a struct in_addr (part of your struct sockaddr_in, most likely)
to a string in dots-and-numbers format (e.g. "192.168.5.10") and vice-versa. If you have an IP
address passed on the command line or something, this is the easiest way to get a struct in_addr
to connect() to, or whatever. If you need more power, try some of the DNS functions
like gethostbyname() or attempt a coup d'Etat in your local country.

The function inet_ntoa() converts a network address in a struct in_addr to a dots-and-numbers
format string. The "n" in "ntoa" stands for network, and the "a" stands for ASCII for historical
reasons (so it's "Network To ASCII"—the "toa" suffix has an analogous friend in the C library
called atoi() which converts an ASCII string to an integer.)

The function inet_aton() is the opposite, converting from a dots-and-numbers string into a
in_addr_t (which is the type of the field s _addr in your struct in_addr.)

Finally, the function inet addr() is an older function that does basically the same thing as
inet_aton(). It's theoretically deprecated, but you'll see it a lot and the police won't come get
you if you use it.

Return Value

inet_aton() returns non-zero if the address is a valid one, and it returns zero if the address is
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invalid.

inet_ntoa() returns the dots-and-numbers string in a static buffer that is overwritten with each
call to the function.

inet_addr() returns the address as an in_addr_t, or -1 if there's an error. (That is the same
result as if you tried to convert the string "255.255.255.255", which is a valid IP address. This
is why inet_aton() is better.)

Example

struct sockaddr _in antelope;

char *some_addr;

inet_aton("10.0.0.1", &antelope.sin_addr); // store IP in antelope
some_addr = inet_ntoa(antelope.sin_addr); // return the IP
printf("%s\n", some addr); // prints "10.0.0.1"

// and this call is the same as the inet_aton() call, above:

antelope.sin_addr.s_addr = inet_addr("10.0.0.1");

See Also

inet_ntop(), inet_pton(), gethostbyname(), gethostbyaddr()
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9.14. inet_ntop(), inet_pton()

Convert IP addresses to human-readable form and back.

Prototypes

#include <arpa/inet.h>
const char *inet ntop(int af, const void *src,
char *dst, socklen t size);

int inet_pton(int af, const char *src, void *dst);

Description
These functions are for dealing with human-readable IP addresses and converting them to their
binary representation for use with various functions and system calls. The "n" stands for

"network", and "p" for "presentation". Or "text presentation". But you can think of it as
"printable". "ntop" is "network to printable". See?

Sometimes you don't want to look at a pile of binary numbers when looking at an IP address.
You want it in a nice printable form, like 192.0.2.180, or 2001:db8:8714:3a90::12. In that
case, inet_ntop() is for you.

inet_ntop() takes the address family in the af parameter (either AF_INET or AF_INET®6). The
src parameter should be a pointer to either a struct in_addr or struct in6_addr containing the
address you wish to convert to a string. Finally dst and size are the pointer to the destination
string and the maximum length of that string.

What should the maximum length of the dst string be? What is the maximum length for IPv4
and IPv6 addresses? Fortunately there are a couple of macros to help you out. The maximum
lengths are: INET ADDRSTRLEN and INET6 ADDRSTRLEN.

Other times, you might have a string containing an IP address in readable form, and you want
to pack it into a struct sockaddr in or a struct sockaddr in6. In that case, the opposite
funcion inet_pton() is what you're after.

inet_pton() also takes an address family (either AF_INET or AF_INET®6) in the af parameter.
The src parameter is a pointer to a string containing the I[P address in printable form. Lastly the
dst parameter points to where the result should be stored, which is probably a struct in_addr or
struct in6_addr.

These functions don't do DNS lookups—you'll need getaddinfo() for that.
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Return Value

inet_ntop() returns the dst parameter on success, or NULL on failure (and errno is set).
inet_pton() returns 1 on success. It returns -1 if there was an error (errno is set), or 0 if the
input isn't a valid IP address.

Example

// IPv4 demo of inet ntop() and inet pton()
struct sockaddr in sa;
char strf[INET_ADDRSTRLEN];
// store this IP address in sa:
inet pton(AF _INET, "192.0.2.33", &(sa.sin_addr));
// now get it back and print it
inet_ntop(AF _INET, &(sa.sin_addr), str, INET _ADDRSTRLEN);
printf("%s\n", str); // prints "192.0.2.33"
// TPv6 demo of inet_ntop() and inet pton()
/I (basically the same except with a bunch of 6s thrown around)
struct sockaddr in6 sa;
char str[INET6 ADDRSTRLEN]:
// store this IP address in sa:
inet_pton(AF _INET6, "2001:db8:8714:3290::12", &(sa.sin6_addr));
/I now get it back and print it
inet_ntop(AF _INET6, &(sa.sin6_addr), str, INET6 _ ADDRSTRLEN);
printf("%s\n", str); // prints "2001:db8:8714:3a90::12"
// Helper function you can use:
//Convert a struct sockaddr address to a string, [Pv4 and IPv6:
char *get _ip_str(const struct sockaddr *sa, char *s, size t maxlen)
{
switch(sa->sa_ family) {
case AF_INET:
inet_ntop(AF _INET, &(((struct sockaddr_in *)sa)->sin_addr),
s, maxlen);

break;
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case AF_INET®6:

inet_ntop(AF _INET6, &(((struct sockaddr in6 *)sa)->sin6_addr),
s, maxlen);

break;

default:
strncpy(s, "Unknown AF", maxlen);
return NULL;

h

return s;

See Also
getaddrinfo()
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9.15. listen()

Tell a socket to listen for incoming connections

Prototypes

#include <sys/socket.h>

int listen(int s, int backlog);

Description

You can take your socket descriptor (made with the socket() system call) and tell it to listen
for incoming connections. This is what differentiates the servers from the clients, guys.

The backlog parameter can mean a couple different things depending on the system you on, but
loosely it is how many pending connections you can have before the kernel starts rejecting new
ones. So as the new connections come in, you should be quick to accept() them so that the
backlog doesn't fill. Try setting it to 10 or so, and if your clients start getting "Connection
refused" under heavy load, set it higher.

Before calling listen(), your server should call bind() to attach itself to a specific port number.
That port number (on the server's IP address) will be the one that clients connect to.

Return Value

Returns zero on success, or -1 on error (and errno will be set accordingly.)

Example

struct addrinfo hints, *res;

int sockfd;

/1 first, load up address structs with getaddrinfo():
memset(&hints, 0, sizeof hints);

hints.ai_family = AF_UNSPEC; // use IPv4 or IPv6, whichever
hints.ai_socktype = SOCK_STREAM;

hints.ai_flags = Al PASSIVE; // fill in my IP for me
getaddrinfo(NULL, "3490", &hints, &res);

// make a socket:

sockfd = socket(res->ai_family, res->ai_socktype, res->ai_protocol);
// bind it to the port we passed in to getaddrinfo():

bind(sockfd, res->ai_addr, res->ai_addrlen);
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listen(sockfd, 10); // set s up to be a server (listening) socket

// then have an accept() loop down here somewhere

See Also
accept(), bind(), socket()
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9.16. perror(), strerror()

Print an error as a human-readable string

Prototypes

#include <stdio.h>
#include <string.h> /] for strerror()
void perror(const char *s);

char *strerror(int errnum);

Description

Since so many functions return -1 on error and set the value of the variable errno to be some
number, it would sure be nice if you could easily print that in a form that made sense to you.
Mercifully, perror() does that. If you want more description to be printed before the error, you
can point the parameter s to it (or you can leave s as NULL and nothing additional will be
printed.)

In a nutshell, this function takes errno values, like ECONNRESET, and prints them nicely, like
"Connection reset by peer."

The function strerror() is very similar to perror(), except it returns a pointer to the error
message string for a given value (you usually pass in the variable errno.)

Return Value

strerror() returns a pointer to the error message string.

Example

int s;
s = socket(PF_INET, SOCK_STREAM, 0);
if (s ==-1) { // some error has occurred
/I prints "socket error: " + the error message:
perror("socket error");
h
// similarly:
if (listen(s, 10) == -1) {
// this prints "an error: " + the error message from errno:

printf("an error: %s\n", strerror(errno));
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}

See Also

€rrno
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9.17. poll()

Test for events on multiple sockets simultaneously

Prototypes

#include <sys/poll.h>

int poll(struct pollfd *ufds, unsigned int nfds, int timeout);

Description

This function is very similar to select() in that they both watch sets of file descriptors for events,
such as incoming data ready to recv(), socket ready to send() data to, out-of-band data ready to
recv(), errors, etc.

The basic idea is that you pass an array of nfds struct pollfds in ufds, along with a timeout in
milliseconds (1000 milliseconds in a second.) The timeout can be negative if you want to wait
forever. If no event happens on any of the socket descriptors by the timeout, poll() will return.
Each element in the array of struct pollfds represents one socket descriptor, and contains the

following fields:

struct pollfd {
int fd; // the socket descriptor
short events; // bitmap of events we're interested in

short revents; // when poll() returns, bitmap of events that occurred

}s

Before calling poll(), load fd with the socket descriptor (if you set fd to a negative number,
this struct pollfd is ignored and its revents field is set to zero) and then construct the events

field by bitwise-ORing the following macros:

POLLIN Alert me when data is ready to recv() on this socket.
POLLOUT Alert me when I can send() data to this socket without blocking.
POLLPRI Alert me when out-of-band data is ready to recv() on this socket.

Once the poll() call returns, the revents field will be constructed as a bitwise-OR of the above
fields, telling you which descriptors actually have had that event occur. Additionally, these

other fields might be present:
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POLLERR An error has occurred on this socket.

POLLHUP The remote side of the connection hung up.
POLLNVAL Something was wrong with the socket descriptor fd—maybe it's
uninitialized?

Return Value
Returns the number of elements in the ufds array that have had event occur on them; this can
be zero if the timeout occurred. Also returns -1 on error (and errno will be set accordingly.)

Example

int s1, s2;
int rv;
char bufl[256], buf2[256];
struct pollfd ufds[2];
sl = socket(PF_INET, SOCK _STREAM, 0);
s2 = socket(PF_INET, SOCK _STREAM, 0);
/I pretend we've connected both to a server at this point
//connect(sl, ...)...
//connect(s2, ...)...
/I set up the array of file descriptors.
/!
// in this example, we want to know when there's normal or out-of-band
/! data ready to be recv()'d...
ufds[0].fd
ufds[0].events = POLLIN | POLLPRI; // check for normal or out-of-band
ufds[1] =
ufds[1].events = POLLIN; // check for just normal data
// wait for events on the sockets, 3.5 second timeout
rv = poll(ufds, 2, 3500);
if (rv==-1) {
perror("poll"); // error occurred in poll()

} else if (rv ==0) {
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printf("Timeout occurred! No data after 3.5 seconds.\n");
} else {
/I check for events on s1:
if (ufds[0].revents & POLLIN) {
recv(sl, bufl, sizeof bufl, 0); // receive normal data
§
if (ufds[0].revents & POLLPRI) {
recv(sl, bufl, sizeof bufl, MSG_OOB); // out-of-band data
§
/I check for events on s2:
if (ufds[1].revents & POLLIN) {
recv(sl, buf2, sizeof buf2, 0);

See Also
select()
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9.18. recv(), recvirom()

Receive data on a socket

Prototypes

#include <sys/types.h>

#include <sys/socket.h>

ssize t recv(int s, void *buf, size t len, int flags);
ssize t recvfrom(int s, void *buf, size t len, int flags,

struct sockaddr *from, socklen t *fromlen);

Description

Once you have a socket up and connected, you can read incoming data from the remote side
using the recv() (for TCP SOCK STREAM sockets) and recvfrom() (for UDP SOCK DGRAM

sockets).

Both functions take the socket descriptor s, a pointer to the buffer buf, the size (in bytes) of the

buffer len, and a set of flags that control how the functions work.

Additionally, the recvfrom() takes a struct sockaddr®, from that will tell you where the data
came from, and will fill in fromlen with the size of struct sockaddr. (You must also initialize

fromlen to be the size of from or struct sockaddr.)

So what wondrous flags can you pass into this function? Here are some of them, but you should
check your local man pages for more information and what is actually supported on your system.

You bitwise-or these together, or just set flags to 0 if you want it to be a regular vanilla recv().

Receive Out of Band data. This is how to get data that has been sent to you with the
MSG_OOB flag in send(). As the receiving side, you will have had signal SIGURG

MSG_OOB , : : -
- raised telling you there is urgent data. In your handler for that signal, you could call
recv() with this MSG_OOB flag.
If you want to call recv() "just for pretend", you can call it with this flag. This will tell
MSG PEEK you what's waiting in the buffer for when you call recv() "for real" (i.e. without the

MSG_PEEK flag. It's like a sneak preview into the next recv() call.

Tell recv() to not return until all the data you specified in the len parameter. It will
MSG_WAITALL

ignore your wishes in extreme circumstances, however, like if a signal interrupts the
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call or if some error occurs or if the remote side closes the connection, etc. Don't be

mad with it.

When you call recv(), it will block until there is some data to read. If you want to not block,
set the socket to non-blocking or check withselect() or poll() to see if there is incoming data
before calling recv() or recvfrom().

Return Value

Returns the number of bytes actually received (which might be less than you requested in the
len parameter), or -1 on error (and errno will be set accordingly.)

If the remote side has closed the connection, recv() will return 0. This is the normal method for
determining if the remote side has closed the connection. Normality is good, rebel!

Example

// stream sockets and recv()

struct addrinfo hints, *res;

int sockfd;

char buf[512];

int byte count;

/I get host info, make socket, and connect it

memset(&hints, 0, sizeof hints);

hints.ai_family = AF_UNSPEC; // use IPv4 or IPv6, whichever
hints.ai_socktype = SOCK_ STREAM;
getaddrinfo("www.example.com", "3490", &hints, &res);

sockfd = socket(res->ai_family, res->ai_socktype, res->ai_protocol);
connect(sockfd, res->ai_addr, res->ai_addrlen);

// all right! now that we're connected, we can receive some data!
byte count = recv(sockfd, buf, sizeof buf, 0);

printf("recv()'d %d bytes of data in buf\n", byte count);

/I datagram sockets and recvfrom()

struct addrinfo hints, *res;

int sockfd;

int byte count;

socklen t fromlen;
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struct sockaddr_storage addr;
char buf[512];
char ipstr[INET6 _ADDRSTRLEN];
/I get host info, make socket, bind it to port 4950
memset(&hints, 0, sizeof hints);
hints.ai_family = AF_UNSPEC; // use IPv4 or IPv6, whichever
hints.ai_socktype = SOCK_DGRAM;
hints.ai_flags = Al PASSIVE;
getaddrinfo(NULL, "4950", &hints, &res);
sockfd = socket(res->ai_family, res->ai_socktype, res->ai_protocol);
bind(sockfd, res->ai_addr, res->ai_addrlen);
// no need to accept(), just recvfrom():
fromlen = sizeof addr;
byte count = recvfrom(sockfd, buf, sizeof buf, 0, &addr, &fromlen);
printf("recv()'d %d bytes of data in buf\n", byte count);
printf("from IP address %s\n",

inet ntop(addr.ss_family,

addr.ss_family == AF_INET?
((struct sockadd in *)&addr)->sin_addr:
((struct sockadd_in6 *)&addr)->sin6_addr,

ipstr, sizeof ipstr);

See Also
send(), sendto(), select(), poll(), Blocking
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9.19. select()

Check if sockets descriptors are ready to read/write

Prototypes

#include <sys/select.h>

int select(int n, fd_set *readfds, fd set *writefds, fd set *exceptfds,
struct timeval *timeout);

FD SET(int fd, fd_set *set);

FD CLR(int fd, fd set *set);

FD ISSET(int fd, fd_set *set);

FD ZERO(fd set *set);

Description

The select() function gives you a way to simultaneously check multiple sockets to see if they
have data waiting to be recv()d, or if you can send() data to them without blocking, or if some
exception has occurred.

You populate your sets of socket descriptors using the macros, like FD_SET(), above. Once
you have the set, you pass it into the function as one of the following parameters: readfds if
you want to know when any of the sockets in the set is ready to recv() data, writefds if any of
the sockets is ready to send() data to, and/or exceptfds if you need to know when an exception
(error) occurs on any of the sockets. Any or all of these parameters can be NULL if you're not
interested in those types of events. After select() returns, the values in the sets will be changed
to show which are ready for reading or writing, and which have exceptions.

The first parameter, n is the highest-numbered socket descriptor (they're just ints, remember?)
plus one.

Lastly, the struct timeval, timeout, at the end—this lets you tell select() how long to check these
sets for. It'll return after the timeout, or when an event occurs, whichever is first. The struct
timeval has two fields: tv_sec is the number of seconds, to which is added tv_usec, the number
of microseconds (1,000,000 microseconds in a second.)

The helper macros do the following:

FD SET(int fd, fd_set *set); Add fd to the set.
FD CLR(int fd, fd_set *set); Remove fd from the set.

153




FD ISSET(int fd, fd_set *set); Return true if fd is in the set.
FD ZERO(fd_ set *set); Clear all entries from the set.

Return Value

Returns the number of descriptors in the set on success, 0 if the timeout was reached, or -1 on
error (and errno will be set accordingly.) Also, the sets are modified to show which sockets
are ready.

Example

int sl, s2, n;

fd set readfds;

struct timeval tv;

char bufl[256], buf2[256];

/I pretend we've connected both to a server at this point
/Is1 = socket(...);

/182 = socket(...);

//connect(sl, ...)...
//connect(s2, ...)...
/I clear the set ahead of time
FD ZERO(&readfds);
// add our descriptors to the set
FD SET(sl, &readfds);
FD SET(s2, &readfds);
// since we got s2 second, it's the "greater", so we use that for
// the n param in select()
n=s2+1;
// wait until either socket has data ready to be recv()d (timeout 10.5 secs)
tv.tv_sec = 10;
tv.tv_usec = 500000;
rv = select(n, &readfds, NULL, NULL, &tv);
if (rv==-1){
perror("select"); // error occurred in select()

} else if (rv ==0) {
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printf("Timeout occurred! No data after 10.5 seconds.\n");
} else {
// one or both of the descriptors have data
if (FD_ISSET(sl, &readfds)) {
recv(sl, bufl, sizeof bufl, 0);
}
if (FD _ISSET(s2, &readfds)) {
recv(sl, buf2, sizeof buf2, 0);

}

See Also

poll()
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9.20. setsockopt(), getsockopt()

Set various options for a socket

Prototypes

#include <sys/types.h>

#include <sys/socket.h>

int getsockopt(int s, int level, int optname, void *optval,
socklen t *optlen);

int setsockopt(int s, int level, int optname, const void *optval,

socklen t optlen);

Description

Sockets are fairly configurable beasts. In fact, they are so configurable, I'm not even going to

cover it all here. It's probably system-dependent anyway. But I will talk about the basics.

Obviously, these functions get and set certain options on a socket. On a Linux box, all the
socket information is in the man page for socket in section 7. (Type: "man 7 socket" to get all

these goodies.)

As for parameters, s is the socket you're talking about, level should be set to SOL SOCKET.
Then you set the optname to the name you're interested in. Again, see your man page for all the

options, but here are some of the most fun ones:

SO BINDTODEVICE Bind this socket to a symbolic device name like ethO instead of using bind() to bind

it to an IP address. Type the command ifconfig under Unix to see the device names.

Allows other sockets to bind() to this port, unless there is an active listening socket
SO REUSEADDR  bound to the port already. This enables you to get around those "Address already in

use" error messages when you try to restart your server after a crash.

Allows UDP datagram (SOCK_DGRAM) sockets to send and receive packets sent
SO _BROADCAST  to and from the broadcast address. Does nothing—NOTHING!!—to TCP stream

sockets! Hahaha!

As for the parameter optval, it's usually a pointer to an int indicating the value in question. For
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booleans, zero is false, and non-zero is true. And that's an absolute fact, unless it's different on
your system. If there is no parameter to be passed, optval can be NULL.

The final parameter, optlen, is filled out for you by getsockopt() and you have to specify it
for setsockopt(), where it will probably be sizeof(int).

Warning: on some systems (notably Sun and Windows), the option can be a char instead of an
int, and is set to, for example, a character value of '1' instead of an int value of 1. Again, check
your own man pages for more info with "man setsockopt" and "man 7 socket"!

Return Value

Returns zero on success, or -1 on error (and errno will be set accordingly.)

Example

int optval;
int optlen;
char *optval2;
/I set SO_REUSEADDR on a socket to true (1):
optval = 1;
setsockopt(sl, SOL _SOCKET, SO REUSEADDR, &optval, sizeof optval);
// bind a socket to a device name (might not work on all systems):
optval2 = "ethl"; // 4 bytes long, so 4, below:
setsockopt(s2, SOL_SOCKET, SO BINDTODEVICE, optval2, 4);
/I see if the SO BROADCAST flag is set:
getsockopt(s3, SOL_SOCKET, SO BROADCAST, &optval, &optlen);
if (optval !=0) {
print("SO_BROADCAST enabled on s3!\n");
}

See Also
fentl()
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9.21. send(), sendto()

Send data out over a socket

Prototypes

#include <sys/types.h>
#include <sys/socket.h>
ssize t send(int s, const void *buf, size t len, int flags);
ssize t sendto(int s, const void *buf, size t len,
int flags, const struct sockaddr *to,

socklen t tolen);

Description

These functions send data to a socket. Generally speaking, send() is used for TCP
SOCK STREAM connected sockets, and sendto() is used for UDP SOCK DGRAM
unconnected datagram sockets. With the unconnected sockets, you must specify the destination
of a packet each time you send one, and that's why the last parameters of sendto() define where

the packet is going.

With both send() and sendto(), the parameter s is the socket, buf is a pointer to the data you
want to send, len is the number of bytes you want to send, and flags allows you to specify more
information about how the data is to be sent. Set flags to zero if you want it to be "normal"
data. Here are some of the commonly used flags, but check your local send() man pages for

more details:

Send as "out of band" data. TCP supports this, and it's a way to tell the receiving
MSG OOB system that this data has a higher priority than the normal data. The receiver will
receive the signal SIGURG and it can then receive this data without first receiving

all the rest of the normal data in the queue.
MSG _DONTROUTE Don't send this data over a router, just keep it local.

If send() would block because outbound traffic is clogged, have it return EAGAIN.
MSG DONTWAIT This is like a "enable non-blocking just for this send." See the section on blocking for

more details.

MSG _NOSIGNAL Ifyou send() to a remote host which is no longer recv()ing, you'll typically get the
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signal SIGPIPE. Adding this flag prevents that signal from being raised.

Return Value

Returns the number of bytes actually sent, or -1 on error (and errno will be set accordingly.)
Note that the number of bytes actually sent might be less than the number you asked it to send!
See the section on handling partial send()s for a helper function to get around this.

Also, if the socket has been closed by either side, the process calling send() will get the signal
SIGPIPE. (Unless send() was called with the MSG_NOSIGNAL flag.)

Example

int spatula_count = 3490;

char *secret message = "The Cheese is in The Toaster";

int stream_socket, dgram_socket;

struct sockaddr_in dest;

int temp;

/] first with TCP stream sockets:

// assume sockets are made and connected

//stream_socket = socket(...

//connect(stream_socket, ...

/I convert to network byte order

temp = htonl(spatula_count);

/I send data normally:

send(stream_socket, &temp, sizeof temp, 0);

/I send secret message out of band:

send(stream_socket, secret message, strlen(secret message)+1, MSG_OOB);
// now with UDP datagram sockets:

//getaddrinfo(...

//dest = ... // assume "dest" holds the address of the destination
//dgram_socket = socket(...

/I send secret message normally:

sendto(dgram_socket, secret_message, strlen(secret message)+1, 0,

(struct sockaddr*)&dest, sizeof dest);
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See Also

recv(), recvfrom()
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9.22. shutdown()

Stop further sends and receives on a socket

Prototypes

#include <sys/socket.h>

int shutdown(int s, int how);

Description

That's it! I've had it! No more send()s are allowed on this socket, but I still want to recv() data
on it! Or vice-versa! How can I do this?

When you close() a socket descriptor, it closes both sides of the socket for reading and writing,
and frees the socket descriptor. If you just want to close one side or the other, you can use
this shutdown() call.

As for parameters, s is obviously the socket you want to perform this action on, and what action
that is can be specified with the how parameter. How can be SHUT RD to prevent further
recv()s, SHUT WR to prohibit further send()s, or SHUT RDWR to do both.

Note that shutdown() doesn't free up the socket descriptor, so you still have to
eventually close() the socket even if it has been fully shut down.

This is a rarely used system call.

Return Value

Returns zero on success, or -1 on error (and errno will be set accordingly.)

Example

int s = socket(PF_INET, SOCK _STREAM, 0);
/I ...do some send()s and stuff in here...
// and now that we're done, don't allow any more sends()s:

shutdown(s, SHUT WR);

See Also

close()
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9.23. socket()

Allocate a socket descriptor

Prototypes

#include <sys/types.h>
#include <sys/socket.h>

int socket(int domain, int type, int protocol);

Description

Returns a new socket descriptor that you can use to do sockety things with. This is generally
the first call in the whopping process of writing a socket program, and you can use the result

for subsequent calls to listen(), bind(), accept(), or a variety of other functions.

In usual usage, you get the values for these parameters from a call to getaddrinfo(), as shown

in the example below. But you can fill them in by hand if you really want to.

domain describes what kind of socket you're interested in. This can, believe me, be a
domain wide variety of things, but since this is a socket guide, it's going to be PF_INET for

IPv4, and PF_INET6 for IPv6.

Also, the type parameter can be a number of things, but you'll probably be setting it to

either SOCK_STREAM for reliable TCP sockets (send(), recv()) or SOCK DGRAM

for unreliable fast UDP sockets (sendto(), recvfrom().)(Another interesting socket

type is SOCK_RAW which can be used to construct packets by hand. It's pretty cool.)

type

Finally, the protocol parameter tells which protocol to use with a certain socket type.
Like I've already said, for instance, SOCK_STREAM uses TCP. Fortunately for you,

protocol when using SOCK__STREAM or SOCK_DGRAM, you can just set the protocol to 0,
and it'll use the proper protocol automatically. Otherwise, you can use

getprotobyname() to look up the proper protocol number.

Return Value
The new socket descriptor to be used in subsequent calls, or -1 on error (and errno will be set
accordingly.)

Example

struct addrinfo hints, *res;
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int sockfd;

/1 first, load up address structs with getaddrinfo():

memset(&hints, 0, sizeof hints);

hints.ai_family = AF_UNSPEC; /I AF_INET, AF_INET6, or AF_UNSPEC
hints.ai_socktype = SOCK_STREAM; // SOCK_STREAM or SOCK_DGRAM
getaddrinfo("www.example.com", "3490", &hints, &res);

// make a socket using the information gleaned from getaddrinfo():

sockfd = socket(res->ai_family, res->ai_socktype, res->ai_protocol);

See Also
accept(), bind(), getaddrinfo(), listen()
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9.24. struct sockaddr and pals

Structures for handling internet addresses

Prototypes

#include <netinet/in.h>
/I All pointers to socket address structures are often cast to pointers
// to this type before use in various functions and system calls:
struct sockaddr {

unsigned short sa_family; // address family, AF_xxx

char sa_data[14]; // 14 bytes of protocol address

// TPv4 AF _INET sockets:

struct sockaddr_in {

short sin_family; /I e.g. AF_INET, AF_INET6
unsigned short sin_port; /] e.g. htons(3490)

struct in_addr sin_addr; // see struct in_addr, below
char sin_zero[8]; // zero this if you want to

55
struct in_addr {

unsigned long s _addr; // load with inet_pton()

/I TPv6 AF _INET®6 sockets:

struct sockaddr_in6 {

u_intl6_t sin6_family; // address family, AF_INET6
u_intl6_t sin6_port; // port number, Network Byte Order
u_int32 t sin6_flowinfo; // IPv6 flow information

struct in6_addr sin6_addr; // TPv6 address

u_int32 t sin6_scope_id; // Scope ID
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struct in6_addr {

unsigned char s6_addr[16]; /I load with inet_pton()

/I General socket address holding structure, big enough to hold either
// struct sockaddr_in or struct sockaddr in6 data:
struct sockaddr_storage {

sa_family t ss family; // address family

// all this is padding, implementation specific, ignore it:

char __ss_padl[_SS PADISIZE];
int64 t __ss_align;
char __ss_pad2[_SS PAD2SIZE];
i
Description

These are the basic structures for all syscalls and functions that deal with internet addresses.
Often you'll use getaddinfo() to fill these structures out, and then will read them when you
have to.

In memory, the struct sockaddr_in and struct sockaddr_in6 share the same beginning structure
as struct sockaddr, and you can freely cast the pointer of one type to the other without any harm,
except the possible end of the universe.

Just kidding on that end-of-the-universe thing...if the universe does end when you cast a struct
sockaddr_in* to a struct sockaddr*, I promise you it's pure coincidence and you shouldn't even
worry about it.

So, with that in mind, remember that whenever a function says it takes a struct sockaddr* you
can cast your struct sockaddr_in*, struct sockaddr _in6*, or struct sockadd storage* to that type
with ease and safety.

struct sockaddr _in is the structure used with IPv4 addresses (e.g. "192.0.2.10"). It holds an
address family (AF_INET), a port in sin_port, and an [Pv4 address in sin_addr.

There's also this sin_zero field in struct sockaddr _in which some people claim must be set to
zero. Other people don't claim anything about it (the Linux documentation doesn't even mention

it at all), and setting it to zero doesn't seem to be actually necessary. So, if you feel like it, set
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it to zero using memset().

Now, that struct in_addr is a weird beast on different systems. Sometimes it's a crazy union
with all kinds of #defines and other nonsense. But what you should do is only use the s_addr
field in this structure, because many systems only implement that one.

struct sockadd in6 and struct in6_addr are very similar, except they're used for IPv6.

struct sockaddr_storage is a struct you can pass to accept() or recvfrom() when you're trying
to write IP version-agnostic code and you don't know if the new address is going to be IPv4 or
IPv6. The struct sockaddr storage structure is large enough to hold both types, unlike the
original small struct sockaddr.

Example

/1 1Pv4:

struct sockaddr_in ip4addr;

int s;

ip4addr.sin_family = AF_INET;

ip4addr.sin_port = htons(3490);

inet_pton(AF _INET, "10.0.0.1", &ip4addr.sin_addr);
s = socket(PF_INET, SOCK _STREAM, 0);

bind(s, (struct sockaddr*)&ip4addr, sizeof ip4addr);
/] TPv6:

struct sockaddr_in6 ip6addr;

int s;

ip6addr.sin6_family = AF_INET6;

ip6addr.sin6_port = htons(4950);

inet_pton(AF INET6, "2001:db8:8714:3a90::12", &ip6addr.sin6_addr);
s = socket(PF_INET6, SOCK _STREAM, 0);

bind(s, (struct sockaddr*)&ip6addr, sizeof ip6addr);

See Also

accept(), bind(), connect(), inet_aton(), inet_ntoa()
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